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B cdepe obpazoBanus MU cnocobcTByeT (popMHpPOBAHUIO MEPCOHATH3IUPOBAHHBIX
00pa3oBaTeNnbHbIX TpaeKkTopuil. MHTENIeKTyaapbHbie 00yUaromue CUCTEMbl aHATU3UPYIOT
yCIEeBaeMOCTh CTYICHTOB U MOJAOUPAIOT yueOHble MaTepuaibl B 3aBUCUMOCTH OT X YPOB-
HsI IOATOTOBKH M CTHIIA 00ydenus [3, c. 64]. Takue moaxosl MO3BOJISAIOT TOBBICUTh MOTH-
BallMIO ydammxcs U 3QQPeKTUBHOCTh 00pazoBaTeNbHOrO npoiecca. bonee Toro, 4aT-60ThI
Ha OCHOBE 00pabOTKH €CTECTBEHHOTO SI3bIKA MPEIOCTABIISIIOT CTYIEHTaM KPYTJIOCYTOUYHYIO
MOJIEPXKKY M IOMOTAIOT peliaTh ydeOHbIe BOIIPOCHI B MHTEPAKTUBHOM (hopme.

WuTerpanus MCKyCCTBEHHOI'O HMHTEJUIEKTAa B MPUKIAJAHbIE MPUJIOKEHUS OTKPBIBAET
HOBBIE TOPU3OHTHI AJIS Pa3BUTHUA 4YeloBedeckoro obmectBa. B memurmmue MU cnacaer
KHU3HH, B (PprHAHCAX — oOecreynBaeT 0e30MacHOCTh M YCTOHYMBOCTD, @ B O0Opa30BaHUU —
JienaeT npouecc o0yyeHus 0osiee THOKUM M 10CTyHHbIM. OJTHaKO JUIsl YCHEIHOTO BHEApe-
HUSI HEOOXOAUMO YJENATh BHUMAHHE 3TUYECKHM BOIPOCaM, KOH(UICHINAIBHOCTH JIaH-
HBIX M MIPO3PAaYHOCTH anropuTMoB. B Oyaymiem pons MU Gyner Toiabko Bo3pacTarh, U OT
TOr0, HACKOJIbKO OTBETCTBEHHO YEJIOBEUECTBO MOJOMJIET K €ro MCIOJIb30BAHUIO, 3aBUCUT
s dexTrBHOCT U Oe30macHOCTh U poBoro mporpecca [2, c. 118].
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POJIb UCKYCCTBEHHOIO MHTEJINNEKTA B OBHAPYXXEHUU
1 NPEAOTBPALLEHUX YITPO3 B PEAJIbHOM BPEMEHMU

A. M. XampaeB
Tocyoapcmeennuiil snepeemuueckuti uncmumym Typkmenucmana, 2. Mapwi

B ycnosusx pocma xubepyepos uckyccmeennuiii unmennexkm (MH) cmanosumcs xiouesbim uH-
CIMpYMEHMOM  OlsL  OOHAPYIICEHUsT U NPedomepaujeHus amax 6 peaibHom epemenu. Cmamvs
paccmampueaem  pons MU 6  ananuze 60mbuuux 00bemMo8 OaHHbIX, GbIAGICHUU AHOMATUL U
ABMOMAMU3AYUY Peasupo8anusi Ha yeposwl. Llens uccredosanus — uzyuenue memooos npumenerus UH,
BKIIOUAS MAWUHHOE 00YUenUe U 21yO0KUe HelponHbvle cemu, Oisl NOGbILUeHUs dhpexmusHocmu cucmem
Kubepbezonactocmu. Memoouxa 0CHO8AHA HA AHATU3E HAYYHOU TUMEPAMYPbL U NPAKINUYECKUX KeliCO8,
BKIIOUAST MECMUPOBAHUE AN2OPUMMO8 8 CUMYTUPOBAHHBIX cpedax. Pezynomamul nokaswigaiom, umo U
Cnocober cokpawams 6pemsi peakyuu Ha uHyuoenmvl Ha 60-70 %, MUHUMUSUDYSL JIOJICHBIE
cpabamwiganus. Tloouepkusaemcs eaxchocmv unmezpayuu MW ¢ mpaduyuoHHviMu memooamu
3auumul 015 CO30aHUsL A0ANMUBHBIX CUCTHEM OE30NACHOCMU.

KiaroueBble c10Ba: NCKYCCTBEHHBIN WHTEIUICKT, KHOEepOE30MMacHOCTh, 0OHAPYKEHHE YTPO3,
npeA0TBpalllcHUE aTakK, MalIHHOE 00YUYCHHE.

THE ROLE OF ARTIFICIAL INTELLIGENCE IN REAL-TIME THREAT
DETECTION AND PREVENTION

A. M. Hamrayev
The State Energy Institute of Turkmenistan, Mary

Amid the rise of cyber threats, artificial intelligence (Al) emerges as a key tool for real-time
threat detection and prevention. The article explores Al’s role in analyzing large data volumes,
identifying anomalies, and automating threat response. The research aims to investigate Al
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methods, including machine learning and deep neural networks, to enhance cybersecurity systems’
effectiveness. The methodology relies on a review of scientific literature and practical case studies,
including algorithm testing in simulated environments. Results demonstrate that Al can reduce
incident response time by 60—70%, minimizing false positives. The importance of integrating Al
with traditional security methods to create adaptive defense systems is emphasized.

Keywords: artificial intelligence, cybersecurity, threat detection, attack prevention, machine learning.

C pa3BuUTHEM TEXHOJIOTMI KHMOEpyIrpo3bl CTAHOBATCS BCe 00jiee M3OLIPEHHBIMU, Tpe-
Oysl HOBBIX ITOJIXO/I0B K 3alUTe JaHHBIX U cucTeM. B 2024 r. yncio atak ¢ UCIOJIb30BaHU-
€M CJIOKHBIX METOJ/IOB, TAKUX KaK (PUIIMHT U IIPOrpaMMBbI-BBIMOTaTENH, BeIpociio Ha 35 %
[1, c. 2]. UckycctBennbiii untemnekt (UMW) npeanaraer pemieHus i oOHapyKeHUS U
IPEIOTBPALEHHs] YTPO3 B pealbHOM BpEMEHH, MUHUMU3HUPYS pucku. Llenpio nccnenona-
HUs sBIsieTca aHanu3 poiau VW B kubGepOe30macHOCTH, BKJIOYAs M3YUYEHHE alrOpPUTMOB
MAIIMHHOTO OOYyYeHUs, UX HHTETPAllid B CUCTEMbl MOHUTOPHHTA U 3((PEKTUBHOCTH B yC-
JIOBUSIX pealbHBIX aTak. Mbl paccMoTpuM, kak MM MoeT MOBBICUTh yCTOHYMBOCTH HH-
(bpacTpyKTyphl K yrpo3am.

Mertoarka ucciieoBaHus BKIIOYAET 0030p CHEMATM3UPOBAaHHOM TUTEpaTyphbl U aHa-
3 keiicoB npumenenust MU B kubepOe3zomacHocTu. bputn n3ydeHsl myOnuKanuy 1o an-
roputMam MamuHHOro o0yudeHus (ML) u rmy6okum HeliponHbiM ceTsiM (DNN), a takke
PEKOMEHIANNH 110 UX BHeIpeHwuio [2, ¢. 3—5]. st oneHku 3¢ (HEeKTHBHOCTH MTPUMEHSUIACH
CUMYJISILIMK aTak B KOHTPOJMPYEMBIX Cpefax, rie TectupoBanuch moaenu MM Ha ocHoBe
OTKpBITHIX AaraceToB, Takux kak KDD Cup. CpaBHUBaINCh 1OKa3aTeIu TOYHOCTH, CKOPO-
CTH PEAKLUU U YPOBHS JIOKHBIX CpabaThIBAaHUM.

PesynbTarel mokaspiBaiot, 4o MM 3HaunTEIBHO yiTydIaeT oOHapykeHue yrpos. Ha-
npUMep, alropuTMbl MAlIMHHOTO 00y4eHus, Takue kak Random Forest, 3¢ dexkTnBHO BBI-
ABJISIIOT AHOMAJIMU B CETEBOM Tpa(uKe, COKpalasi BpeMsi 0OHapYKEHUsI C HECKOJIBKUX MHU-
HYT 110 cekyHn [1, c. 4]. ['myOokue HelipoHHBIE CETH JEMOHCTPUPYIOT BBICOKYIO TOYHOCTb
B aHAJM3E MOBEJACHYECKHUX MMAaTTEPHOB, TIO3BOJISIS BBISBIATH (DUIIMHTOBBIC aTaKH C TOYHO-
cThio 10 95 % [3, c. 6]. ABTomMaTu3auMs pearupoBaHus, ocHoBaHHas Ha WU, mo3Bosser
0JIOKMPOBATH YIPO3bl B pE€aIbHOM BpEMEHU, HAIpUMEp, Yepe3 TMHAMUYECKOEe OOHOBIIEHUE
npaBui ¢aiipsoina [2, c. 7]. OaHako J0XKHbIE cpabaTbIBAHUS OCTAIOTCS MPOOIEMOH, U JUIs
X MUHUMH3AIHUU TpeOyeTcs oOydeHne Mozeleil Ha OONbIIUX W Pa3HOOOpPAa3HBIX Jarace-
tax [3, c. 8]. Unrerpanus MM ¢ TpaiuIMOHHBIMU METOAAMHU, TAKUMH KaK CUTHATYPHBIH
aHaJM3, TOBBIMAET OOHIyI0 3(P(PEKTUBHOCTh CHCTEM, OCOOCHHO B THOPHIHBIX Cpeaax.
Keiicsl 13 prHaHCOBOrO CEKTOpa MOKa3bIBaloT, 4To BHeApeHue VU cokpamaer ¢puHaHCO-
BbIe otepu oT arak Ha 40 % [1, c. 9].

HcKyccTBEHHBIN MHTEUIEKT UTPaeT KIIOYEBYIO pojb B OOHApYKEHUH W NpeloTBpa-
IIEHUHU KUOEepyrpo3 B peaJbHOM BPEMEHHM, OOecreurBas ObICTPYIO PEaKLHI0 U BBICOKYIO
ToyHOCTh. MccnenoBanue noarBepxaaeT, uro coueranue UM ¢ TpaauiimoHHbIMU MeTO1a-
MU 3alUTHl CO3JACT aJalTUBHBIE M yCTOWuuBbIE cucTeMbl. B Oynymem passutue UMY,
BKJIIOYAsi caMOOOyYaroyecs ajrOpuTMbl M UHTETPALMIO ¢ KBAHTOBBIMU BBIYMCICHUSAMH, MO-
XKeT erie OoJbIle MOBLICUTH 3 dekTHBHOCTL KnbepOe3onacHocTH [2, ¢. 10]. D10 crparernue-
CKH BayKHO JJIS1 3aILUThl KPUTHUECKONW HHPPACTPYKTYPHI B YCIIOBUSIX pOcTa KHOEPYyTrpo3.
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