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METOAbI 3AWLNTbI ABTOMATU3NPOBAHHbIX
CUCTEM YNPABJIEHUA OT KWBEPATAK

II. C. MbipanosB
Tocyoapcmeennulil snepeemuueckuti uncmumym Typxmenucmana, 2. Mapwi

Ilposeoden ananus ocobennocmeti ysazeumocmu ACY, obycroenennvix ux apxumexmypotl
u cneyughuxou 63aumMooOelicmsus ueiogeK—mawiuna. Paccmompenvl coepemenHble  Memoobl
3auumel, OCHOBAHHbIE HA KOMNJIEKCHOM nooxode: MeXHuYecKue, Kpunmozpaghuuecxue,
op2anu3ayuoHHvle U Hopmamuguvie mepsl. Ocoboe enumanue yoereno poau cmardapmos ISO/IEC
27001 u I'OCT P 56939-2016, a maxoice 8nusnuio uenogeyeckozo hakmopa u cucmemHo20 MOHU-
mopuHea Ha obecneyerue KUbepycmouuusoCmu.

Kawuesble ciioBa: knubepOe3onacHOCTh, Kubeparaku, 3ammra nHGopmanmu, Kpunrorpadus,
MOHUTOPHHT.

METHODS FOR PROTECTING AUTOMATED CONTROL
SYSTEMS FROM CYBERATTACKS

P. S. Myradov
The State Energy Institute of Turkmenistan, Mary

This paper analyzes the vulnerabilities of ACS resulting from the convergence of information
and operational technologies and examines modern protection methods such as network
segmentation, cryptographic tools, intrusion detection systems, and organizational measures. It is
demonstrated that effective defense against cyber threats requires a comprehensive approach that
combines technical, software, and managerial solutions. Special attention is given to the human
factor, the role of international standards, and the need for continuous security monitoring.
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ABTOMaTu3upoBaHHbIE cUCTeMbl yrpasieHus (ACY) sBISIOTCS (QYHIAMEHTOM CO-
BPEMEHHON TEXHOJOrM4eCKOr UH(PpacTpyKTypbl. OHM UHTETPUPYIOT B ce0e MPOrpaMMHOE
oOecrnieyeHue, AaTYMKU, KOHTPOJUIEPhl U KOMMYHHKAIIMOHHBIE MPOTOKOJIBI, oOecreunBas
OecriepeOOiiHOE BBIMOIHEHHE MPOM3BOACTBEHHBIX mpoueccoB. OnHAKO Mepexoj] TaKUx
CHCTEM Ha IU(POBBIC U CETEBBIE TIAT(HOPMBI CYIIIECTBEHHO MOBBICHI UX YsA3BHUMOCTb. Ec-
au panbiie ACY QyHKIMOHUPOBAIM B M30JIMPOBAHHBIX CETAX, TO CETOAHSI OHU IOJKIIIO-
YeHbl K BHEUTHUM CHUCTEMaM JJIsl YAAJIEHHOTO YIPaBJICHUS U aHaJIW3a JaHHBIX. DTO clena-
JO WX OOBEKTOM HWHTEpeca 3IIOYMBIIIIEHHUKOB, HCIOIB3YIOMNX METOABI KuOepaTak st
BO3JICHCTBHS HE TOJIBKO HAa MH(OPMAIIMOHHBIE, HO U Ha (u3mueckue nporecchl. Cepbe3HOCTh
yIpO3 MOATBEPAKIAETCA UHIUIEHTOM C BUPYCOM Stuxnet, KOTOpBIN BIIEPBbIE MPOJEMOHCTPH-
poBaJl, Kak IU(PPOBOM KO CIIOCOOCH pa3pyIIUTh MPOMBIIUICHHOE 000pyaoBaHue [3].

Ocob6ennoctu ACY ompenenstor cnernuuyecKyro CTpyKTypy puckoB. X apxuTek-
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Typa OCHOBaHA Ha YCTapeBIIMX MPOMBINUICHHBIX MpoTokoiax (Modbus, DNP3, Profibus),
M3HAYaJIbHO HE PACCUMTAHHBIX HAa ayTeHTU(UKALUIO U Mmu]poBaHUE. ITO O3HAYAET, UYTO
nepexBaT WM MOJMEHa KOMaHJ YMpaBiICHHUS MOXKET MPOU30NTH 0e3 3HAUUTENbHBIX TEX-
HUYecKkux ycuwiuid. bonee Toro, mHorue mnpomsbliuieHHble KoHTposiepel (PLC, RTU,
SCADA) He 0OHOBISIIOTCS U3-32 OMIACEHUI BBI3BATh COOM TEXHOIOTUYECKOTO MpoIiecca.

Cospemennbie kuOepataku Ha ACY OTIMYAIOTCS LENEHANPABICHHBIM XapaKTEPOM:
37IOYMBIIICHHUKH CTPEMSTCS HE MPOCTO HAPYIIUTh pabOTy CHCTEMBI, & MOJYYUTh KOH-
TPOJIb HaJ TEXHOJOTMYECKUM IPOLIECCOM HIIM BBIBECTH 00OpynoBaHHME U3 CcTpos. B pe-
3yJbTaTe MOCIEICTBHS TAKUX aTaK BBIXOJAT 32 paMKH MH(OPMAIIMOHHON 0€30MacHOCTH —
OHHU 3aTparuBalOT OE30MaCHOCTH JIIOJICH, OKPYKAIOUIYI0 Cpely W SKOHOMHYECKYIO CTa-
OWJIBHOCTH TOCYIaPCTBA.

3ammra ACY He MOXET OBbITh OrpaHWYCHA YCTAHOBKOW aHTUBHPYCOB WU (halpBoO-
70B. Peub uMaeT o MHOTOYpPOBHEBOWM CTpaTervuu, OOBEIUHSIONICH TEXHUYECKHE, KPHUIITO-
rpaduyeckue u OpraHu3allMOHHbIE METOIBI.

OcHoBO¥ 3(h(heKTUBHOM 3aIlIUTHI SABJSIETCS CETEBOE pazzeieHue. [I[pon3BocTBEHHAS CeTh
JOJDKHA OBITh (PM3MYECKU WM JIOTUYECKH W30JMPOBaHa OT KOPIOpPATWBHOM U oT MHTepHeTa.
Takoe pazneneHne MUHUMHU3UPYET PUCK pacIpOCTPAaHEHUs BPEIOHOCHOIO KOJa MEXIy Cer-
mentamu. CormacHo 'OCT P 56939-2016 [1], obecrieueHre CEerMeHTAIMU SIBISIETCS 00si3a-
TEJIbHBIM TPEOOBAHUEM TPU MPOSKTUPOBAHUH 3AIUIIIEHHBIX IPOMBIIIIEHHBIX CHCTEM.

Kpunrorpaduueckas 3amyra 1aHHBIX CTAHOBUTCS KJIIOUEBBIM 3JIEMEHTOM IIPU Tepe-
Jlaue yNpaBisSIOUIMX CUTHAJIOB MEXIY KOHTpoJIepaMu U cepBepamu. Vcronb3oBaHue ain-
TOPUTMOB CUMMETPHYHOTO W aCHMMETPUYHOTO IH(POBAHUS, & TAKKE SJICKTPOHHBIX MO
ncei, obecreynBaeT KOHGUICHINATBHOCTD U Ay TEeHTUYHOCTh KOMaH/I.

MOHUTOPUHT U aHAJIU3 TOBEJICHUSI CETH TO3BOJISIOT BBISBISATH aHOMAJIbHBIE COOBITHUS
U TIOTBITKA BTOPKEHUH Ha paHHed ctaguu. CucteMbl OOHApyKEHHsI U MPEIOTBPALICHUS
atak (IDS/IPS) aHanmu3upyIoT ceTeBbIe IOTOKH U PEAarnupyloT Ha TOI03pUTEIbHBIC U3MCHE-
Hus napameTrpoB. OJIHAKO, KaK OTMEYAIOT CHEeIHAIUCThI [2], 3 heKTUBHOCTh TaKUX CHUC-
TE€M BO MHOTOM 3aBHUCHUT OT PETYJISPHOTO OOHOBJICHHS CUTHATYP U KOPPEKTHON HACTPOIKHU
MOJIUTUK OE30MaCHOCTH.

BaxHyio poip urpaer denoBeueckuit ¢axtop. bompmmHCcTBO MHIMIACHTOB B ACY
INPOMCXOIUT U3-32 OMIMOOK MepcoHana: CladbIX Napoiieil, HEeBHUMATEIbHOCTU IPH Ha-
CTpoOiiKe 00OpYOBaHUS WM OTCYTCTBHS MOHMUMaHUs yrpo3. [loaromy oOydenue oneparo-
POB U BHEJIPEHHE KOPIOPATUBHOM KyJIbTypbl O€30MaCHOCTH SIBISIOTCA 00S3aTElIbHBIM
3JIEMEHTOM CTpaTeruu KUOep3alinThl.

CoBpemeHHbIe KHOepaTaku Ha aBTOMAaTU3UPOBAHHBIE CHCTEMbI YIPABICHUS JEMOH-
CTPUPYIOT BO3PACTAIOILLYIO CIOXKHOCTh M Pa3pyLIMTENIBHYIO CHy. 3alllATa TAKUX CHCTEM
TpeOyeT MOCTOSHHOTO COBEPIICHCTBOBAHMS TEXHOIOTHM, HOPMATUBHBIX MOAXOA0B U IMPO-
(beccroHaIbHBIX KOMIIETEHIIUHN CIIEIUaINCTOB.

KitoueBbIM HampaBi€HUEM DPa3BUTHS SIBISETCS MHTErpalys TEXHOJIOTMM HMCKYCCT-
BEHHOTO MHTEJIEKTa JJIsl aHallM3a UHIMICHTOB, Pa3BUTHE KOHIICTILIUU «KHOEpyCTONUNBO-
ro MPOEKTUPOBAHUS) U MOBBILIEHUE YPOBHS aBTOMATU3allMM MOHUTOpUHra. Toiabko coue-
TaHHE TEXHUYECKHUX, OPraHU3AIMOHHBIX U YeJIOBEYECKUX (DAKTOPOB CIIOCOOHO 00ECTIEUUTh
peabHyI0 YCTOMYUBOCTH MPOMBIIIICHHBIX CUCTEM K KHOEpyTpo3aM.
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