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[TpombliieHHbIH cekTop moTpediser 6onee 35 % MHUPOBOM 3HEPrUM U FeHEPUPYET
3Ha4YMTENbHYIO 40Jt0 BhIOpocoB CO [1]. CymiecTBeHHas: 4acTh TETIOBOM SHEPTUU TepseT-
csl, OCOOCHHO B HE(PTEXMMHMUYECKHX U MepepadaThIBalOIIUX MPOU3BOACTBaX. Pexyneparys
0TpabOTaHHOTO TeIUIa — OJUH U3 Hanbojee JOCTYNHBIX M 3PPEKTUBHBIX CIIOCOOOB MOBHI-
IIEHUS] SHEProdPPEKTUBHOCTH M CHMKEHHSI YTiIepoAHoro ciefa. OnHako AJs panuoHalb-
HOTO NMPOEKTUPOBAHMS TAKHX CHCTEM TPeOYyeTcsl y4eT MHOXKECTBa (haKTOPOB: TeMIIEpaTyp-
HBIX PEXHMOB, HSKOHOMHUYECKHX TIIOKazaTesiel, TEXHOJOIMYECKUX OrpaHHYeHUH W
ce30HHBIX KoJjebOanmii. Llens paboTsl — pa3paboTaTh YHUBEPCATBHYIO METOJUKY MPOEKTH-
pPOBaHUS CUCTEM pEeKyIepaluu Temsa, CHocoOOHYI0 HHTErPUPOBATh PA3INUHbIE TEXHOJIOTHH
U CLICHAPUU HCIIO0Ib30BaHUS SHEPTUH.

B pabote paccMOTpeHbI HCTOYHMKH OTPaOOTaHHOIO TEIa: NPOU3BOJICTBEHHBIE IIPO-
LIECChl M KOT€HEPALMOHHbIE YCTAaHOBKH. TEXHOJIIOIMH peKyIepaluy BKIIoyarT abcopOiu-
OHHBbIE YWJIEpPbI, OpraHUYecKue LUKIbl PeHknHa M 3KoHOMai3epbl. Bo3moxkHOCTH HC-
MOJIb30BAaHUSl PEKYNEPUPOBAHHOW HHEPrHMM OXBATHIBAIOT OXJIAXKAECHHUE, OTOIUICHUE,
BBIPA0OTKY AJIEKTPOOHEPTHMH U TMoAorpeB Boabl [2]. Meroauka ocHoBana Ha MILP-
MOJIETH, TO3BOJISIIOIIEH ONTUMH3UPOBATh BHIOOP TEXHOJOTUH U PEKUMOB HX PaOOTHI.
Brutouens! mapamerpbl: 00beM M TeMIepaTypa MCTOYHHMKOB TeIja, CIPOC Ha 3HEPTHIo,
KaluTaldbHbIE 3aTpaThl, (PMHAHCOBBIE BBHITO/bI, BIMsHUE HA BbIOpockl CO U ce30HHAs U3-
MEHUYUBOCTb. Moienb (opMHUpPYyeT HaJCTPOMKY BCEX BO3MOXKHBIX pEIICHHUI, U3 KOTOPOi
BbIOMpaeTCcsl onTUManbHas KoHpurypaunus. IIpumep mpumenenuss — Hedrenepepadarhl-
BAIOIIMK 3aBOJ, I'/leé MOJEb MO3BOJIMIA U3BJIEUb 22 % TOJE3HOM SHEPrHMM M COKPATHUTh
BbIOpOCE CO Ha 15,6 %. Ocoboe BHIMaHHE YACICHO HHTETPAIlMH KOTCHEePAI[MOHHBIX CHC-
TEM U KOMOWHUPOBAHUIO TEXHOJIOTHH C YU4ETOM TeMIEepaTyPHbBIX XapaKTEPUCTHUK.

[pennoskeHHast METOMKA MO3BOISIET (DPEKTUBHO MPOSKTUPOBATH CHCTEMBI PEKYTIEPAIH
OTpabOTaHHOIO TEIlla Ha MPOMBILIIIEHHBIX 00beKkTaX. OHA yUMTHIBACT TEXHUUECKHE, S3KOHOMHU-
YECKHE U HKOJIOTMYECKHE aCTIEKThI, @ TAK)KE CE30HHYIO U3MEHUYMBOCTb. Pe3ynbTaThl JEMOHCTpU-
PYIOT BBICOKHMIA MOTEHLIMAT CHIDKEHHS SHeprozarpar v BbiOpocoB CO, Mpu MHTErpaluu CoBpe-
MEHHBIX TEXHOJIOTMH pekynepauuu [3]. Pabota MOXET CIy>XKUTh OCHOBOM IS NATLHEHIIAX
UCCIIEZIOBAaHUH 1 IIPAKTUYECKOr0 BHEAPEHNUS! Ha MPOU3BOJICTBEHHBIX IIOLIAIKAX.
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This study explores the privacy risks associated with artificial intelligence (Al) amidst rapid
technological advancements. It highlights concerns related to data collection, consent, and
unauthorized use, emphasizing the challenges these pose for individual privacy. The study also
discusses the need for robust regulatory frameworks to safeguard personal information in the age
of Al, ensuring that innovation does not infringe on privacy rights.
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Paccmompenvr pucku Hapywenus KoOHQUOEHYUATbHOCIU, C8A3aHHble C UCKYCCHBEHHbIM
unmennexmom (MH) 6 ycrosusax cmpemumenvHo20 pazeumus mexHoLo2ul, a maxdce npodiemol,
C8s3aHHbIe CO COOPOM  OQHHLIX, CO2NACUEM U HECAHKYUOHUPOBAHHBIM — UCNOTb30BAHUEM.
TloouepxHymor  npobaemsl, Komopwvle OHU CO30ai0M 01 KOHOUOEHYUAIbHOCTU TUYHOCMU.
B uccreoosanuu maroice obcyscoena HeodOX00UMOCMb CO30AHUSA HAOEHCHOU HOPMAMUBHO-
npasosoti 06asvbl 05l 3aWUMbl NEPCOHATLHBIX OAHHLIX 8 2noxy HHU, eapanmupyioweu, umo
UHHOBAYUU He HAPYULAIOT NPABA HA HENPUKOCHOBEHHOCHb YACHOU HCUSHU.

KiroueBnle cjioBa: pUCKU HapylIeHUS KOH(GUIACHIIMATBHOCTH, UCKYCCTBCHHBIN MHTEIUICKT,
3aInTa JAHHBIX, COTJIACHE, HOPMAaTUBHO-TIPABOBas 0a3a, HAOIIOICHHE.

As technology advances, it brings with it a host of risks, particularly concerning
privacy. Tools that enhance data collection and analysis simultaneously increase the
chances of misuse of personal and sensitive information. This privacy risk is particularly
pronounced in the era of artificial intelligence (AI), where vast amounts of sensitive data
are collected to build and refining Al and machine learning systems. While policymakers
are striving to address these privacy concerns through regulations, they inadvertently create
compliance challenges for organizations utilizing Al in decision-making processes. Despite
these concerns, companies continue to implement AI models to enhance productivity and
deliver value [1, 2].

This study delves into the privacy risks associated with Al and examines the
safeguards that impact society and commerce today. Al privacy involves protecting
personal or sensitive information collected, used, shared, or stored by Al systems. This
concept is closely related to data privacy, which asserts that individuals should control
their personal data — determining how organizations collect, store, and utilize it. Although
the notion of data privacy predates Al, societal attitudes toward it have evolved alongside
technological advancements.

A decade ago, individuals primarily considered data privacy in the context of online
shopping, often expressing indifference about companies tracking their purchases.
However, as Al systems have begun to collect data more broadly, privacy concerns have
escalated, particularly regarding civil rights implications. Key privacy risks tied to Al
include: the collection of sensitive data, obtaining data without consent, unauthorized use
of data, unchecked surveillance, bias, unauthorized data transfers, and potential data leaks.

One reason Al poses a greater risk to data privacy compared to previous
technological developments is the sheer volume of information it processes. Al systems
routinely handle terabytes or petabytes of data, which often include sensitive information
such as healthcare data, personal social media content, and financial records. With more
sensitive data being collected and stored than ever before, the likelihood of breaches or
unauthorized disclosures increases significantly.
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Controversies often arise when data is collected to develop Al systems without individuals'
explicit consent. Users of various platforms now expect greater transparency and autonomy
regarding their data. For instance, LinkedIn faced backlash when users discovered they had been
automatically opted in to allow their data to be used for training generative Al models.

Even when data is collected with consent, privacy risks remain if the data is
repurposed beyond the initially disclosed uses. For example, a patient in California discovered
that images taken for a medical procedure were used in an Al training dataset without her
consent. Such scenarios highlight the pervasive nature of privacy concerns in Al.

Surveillance practices — such as the use of security cameras in public spaces or
tracking cookies on personal devices — existed long before Al emerged, but Al could
exacerbate these issues. Al models are often employed to analyze surveillance data, and
the results can sometimes reflect bias, leading to harmful outcomes, such as wrongful
arrests linked to Al-driven law enforcement decisions.

Al models also store vast amounts of sensitive data, making them attractive targets for
malicious actors. Unauthorized data transfers can occur through various means, including point-
injection attacks where attackers disguise harmful inputs as legitimate requests, tricking Al
systems into revealing sensitive information. For instance, an attacker could manipulate a
virtual assistant powered by a large language model to request private documents.

Data leaks, which involve accidental exposure of sensitive information, are another
significant concern. For example, OpenAl’s ChatGPT, a prominent large language model,
inadvertently exposed some users’ chat log addresses. Smaller proprietary AI models also
face similar risks; a healthcare company's in-house Al diagnostic tool could unintentionally
leak customer data to others using the same network.

Policymakers have sought to protect individual privacy from technological advances
since at least the 1970s. However, the rapid expansion of commercial data collection and
Al deployment has intensified the urgency for comprehensive data privacy laws. Notable
regulations include the EU’s General Data Protection Regulation (GDPR), the EU
Artificial Intelligence Act, U.S. privacy regulations, and China’s interim measures for
managing generative Al services.

While AI presents remarkable opportunities for innovation, it also raises significant
privacy concerns that must be addressed through effective governance and regulatory
frameworks. As the landscape of data privacy continues to evolve, the implementation of
stringent safeguards will be crucial for ensuring that technological advancements do not
come at the expense of individual privacy rights.
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