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Paspabomanvr ancopumm u na e2o ocHoge npozpammuoe obecnedenue, UCHOIb308AHUE
KOMOPbIX 8 MEOUYUHCKOU NPAKMUKe NO36045em A8MOMAMU3UPOSaAms Npoyeccvl OUAZHOCIMUKY U
JeyeHust KodxcHwvlx 3abonesanull (K3) uenoeexa u mem camvim, HO CPAGHEHUIO C CYUECMBYIOUWUMU
nooxooamu, 0ocmuysb Oojiee 8blCOKUX NOKA3amenell Kauecmea: MUHUMUZAYUSL BPEMEHHbIX Uuzodep-
JHCEK, BO3MONCHOCMb 00pAOOMKU OONLUIUX MACCUBO8 OAHHBIX 0N NPUHAMUSL O0OBLEKMUBHLIX
peuwterutl npu noobope Hauboree 3PHEKMUBHbIX U3 CYWeCmBYIOWUX CPeoCcme OUASHOCHMUKU
u nevenusi K3 uenosexa.
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oOecrieueHne.

PROGRAM AND ALGORITHMIC SUPPORT FOR DIAGNOSTICS
AND TREATMENT OF HUMAN SKIN DISEASES

Yu. A. Lazareva, Yu. A. Skudnyakov
Belarusian state university of informatics and radioelectronics, Minsk

An algorithm and software (SW) based on it have been developed, the use of which in
medical practice allows to automate the processes of diagnostics and treatment of human skin
diseases (SD) and, thereby, in comparison with the existing approaches, to achieve higher quality
indicators: minimization of time costs, the ability to process large arrays of data for making
objective decisions when selecting the most effective of the existing means of diagnostics and
treatment of human SD.
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B Hacrosimiee Bpemsi perieHne 3a1a4i TMarHOCTUKY U JICUSHUS KOKHBIX 3a00JIeBaHUN
(K3) gyenoBeka sBisIeTCS BEChbMa CIIOKHOU MPOOJIEMOM, TTOCKOJIBKY Pa3HOBUIHOCTEH W MH-
TUBUAYaIbHBIX 0COOCHHOCTEH K3 mocTaTtouHo MHOTO, a TaK:Ke OTCYTCTBUE TOYHBIX METO-
JIOB U cpelicTB 0OHapyxeHus u jeueHust K3. Dt1o yTBepkaeHue crpaBeiiuBo U AJis 00JIb-
IIMHCTBA APYTUX 3a00JIeBaHUM, TaK KaK B MEAWMIIMHE TOKa, KaK MPAaBHJIO, UCIIOIB3YETCS
Metoa nmpod u omuobok [1]. [ToaToMy MOCTHIKEHHE YCIIENTHOTO BBI3OPOBICHUS KOXKHU Ye-
JIOBEKa Ha OCHOBE MPUMEHEHHUS COBPEMEHHBIX METOJIOB, MOJEINIEH U CPEJICTB aBTOMAaTH3a-
UM SBIIAETCS aKTyanbHOM 3aaadeil [2]. Micxond u3 BBIMIEU3IOKEHHOTO CIEAYET, UYTO lie-
JBI0 JAHHOW Pa0OTHI SABJISIETCS pa3paboTKa M MPAKTHUECKOE MPUMEHEHHUE MPOTrpaMMHO-
AITOPUTMHUYECKOT0 oOecreueHus Ui aBTOMaTU3aluu TPOBEICHUS MTPOLIECCOB TUAarHOCTH-
ku 1 neyeHus: K3 yenoseka.

Chayana paccMOTPHUM MEPBBIN 3Tal Mg BbI3AOPOBICHUS K3 — TEXHOIOTHIO JUarHo-
CTHKH, TIPH UCIOJIB30BAaHUU KOTOPOH B HACTOSIIEEC BPEMsI MPUMEHSIOTCS Pa3IUYHBIC CO-
BPEMEHHBIE METOJIbI, METOJUKH U CPEICTBA: 1) KIMHUYECKOE 00CIIeI0BaHKE; 2) 1epMaTo-
ckonus; 3) 6uoncust Koxu; 4) nadbopaTopHbIe HUCCIEA0BaHUS (QHATH3 IS TIOATBEPKICHUS
nuarHosa); 5) INL[P-quarnoctuka; 6) cepojioruueckre TeCThl; 7) TUCTOIOTHUECKOE HCCIe-
JOBaHKE; 8) KyJIbTypadbHBIA METO; 9) KIMHUYECKHE POOBl. BTOpOoii (3aKIIOYUTEIHHBIN)
stan — neuyenue K3, g npoBegeHHUss KOTOPOro HEOOXOAMMO MPUMEHSTH P OCHOBHBIX
METO/I0B, METOJIUK M CPEICTB: 1) JekapcTBeHHas Tepamnus; 2) ¢usnorepanus (CBeToieye-



68 Cexnus 1. UndopmanmonHblie TeXHOJOTHU U MOJIETUPOBAHNE

HUE — J03MPOBAHHOE BO3JICHCTBHE HA MECTO 3a00JIEBaHUS KOXH WHPPAKPACHOTO WIIH
YIBTPapUOIECTOBOTO U3ITYUCHHUS); 3) NapCOHBATN3AIUS — BO3CHCTBHE HA TKAHDb KOXKH HM-
MYJILCHBIM TOKOM BBICOKOHM 4acTOThI); 4) JlJa3epHOE U3IyUYCHUE — JUIS 32)KUBAHUS TTOBPEXK-
JNeHUW SMUAepMUCa; 5) MarHUTOTEpanus — Ui 3a)KUBIICHHUS MOBPEXICHHOTO SITUTEIHS.
Jlis aBTOMaTH3allMy peaau3aliy MPoLeccoB AMarHOCTUKH U JiedeHus: K3 yenoBeka paspa-
00TaH aJIrOPUTM, CXEMa KOTOPOIo IpecTaBlIeHa Ha puc. 1.

1
Hayauo DopmMHpOBaHHE
HuTJI;

Peanuzauus
HUTJI;

BoiBoa
pesyabTaToB
WUTJI;

Beoa Pex; Ouenka KauecTsa

nposeaenus UTJI;

AHAM3 IAHHBIX
Psx;

Juarnocruxa K3
i-ro nauuenTa

Pe3yabTaThl AHATHOCTHKH
K3 i-ro nauuenta

Puc. 1. Cxema anroput™ma peam3alnnuy JMarHoCTUKH u JedeHus K3 yenoBeka

Hcxons U3 npUBEICHHOM HArJISIIHOW MHTEPIIPETAINH, TIOHATHA JIOTHKA padoTa anro-
putMa. Ha cxeme 0003HaueHsbl: i — HHAEKC U3MEHEHUs KOJUYECTBA MAI[MEHTOB OT 1 10 7;
Pyy; — MHOKECTBO IapaMeTPOB, OTPAXKAIOIINUX COCTOSIHME KOXKM NAIlMEeHTa JO JTUArHOCTH-
ku; UTJIi — nanuBuayansHaa tpacktopus JieueHuss K3 i-ro mauueHTa; Pyyx; — MHOXKECTBO
BBIXO/HBIX [1apaMETPOB, OTPAKAIOLIUX COCTOSHUE KOXXKM I-I'O MALMEHTA I10CJIE JIEUEHUS.
Anroput™m paboTaer Ui peaqu3alyy NpPOLECCOB JTUArHOCTUKU U JICUEHUs /1 MalUCHTOB.
B cnyuae orcyTCcTBHSI IOATBEPKACHUS OUArHO3a U LEJIN JOCTH)KEHUS JICUEHUS aIrOPUTM
paboTaeT TOJIBKO JUIsl KaXa0ro nanuenra. Jloruka paGoThel alnropurMa peanns3oBaHa ¢ 1o-
mouisio [10, paspaboranHoro Ha si3bike CH.

Jlis noBblenust 3¢ ()EeKTUBHOCTH NMPOLIECCOB AMArHOCTUKM U JiedeHus: K3 yenoBeka
pa3paboTaHbl aJITOPUTMUYECKOE M MPOTpaMMHOE obOecreueHue, NPUMEHEHHE KOTOPOTo
IIO3BOJIACT NOBBICUTH TOYHOCTh AHAJIM3a COCTOSHHUSA KOXKU IALIUEHTA U COKPAaTUTh BPEMs
neuyenust. C TOUKH 3peHHsI IEPCIIEKTUBbI PA3BUTHUS TOITYUYEHHBIX PE3yJIbTaTOB HEOOXOAUMO
Ha OCHOBE CHUCTEMHOrO IOJXO0Ja MCIOJb30BaTh TaKHe 3(PPEKTHBHbIE TEXHOJOTHM KaK:
HelipoceTeBble, NHPOKOMMYHUKALMOHHBIE M KBAHTOBBIE TEXHOJOTHMHU (B CIIydae MX IMpak-
TUYECKOTO BHEAPEHUS).
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Ilpoananusuposanvl  cospemennvlie UWUH208bIE AMAKY, VCUTUBUUECCS NPUMEHEHUEM
UCKYCCMBEHHO20 UHMENIeKMA U MEeXHON02Ull 21yOoKux noododenok. Paccmompenvt mendenyuu
AGMOMAMU3AYUU U NEPCOHATUIAYUYU AMAK, NOKA3AHA 0SPAHUHLEHHOCTb MPAOUYUOHHBIX CPeOCmE
sawumol. Tlpeonooicen MHO20YPOGHEBLIL NOOX00, SKIIOHANWUL MAUWUHHOE 00yYeHUe, NOBEOeH-
yeckull anaius u 00yueHue nepcoHad.
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ANALYSIS OF MODERN PHISHING ATTACKS AND METHODS
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The paper analyzes modern phishing attacks that have intensified due to the use of artificial
intelligence and deepfake technologies. Trends of automation and personalization of attacks are
considered, and the limitations of traditional protection methods are demonstrated. A multi level
approach is proposed, including machine learning, behavioral analysis, and personnel training.
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AKTYalabHOCTh T€MbI 0OYCIIOBJI€HA SKCIIOHEHIIMAIBHBIM POCTOM CJIOKHOCTH U Mac-
mTa00B (UIIMHTOBBIX aTaK, YCHWJICHHBIX IMOBCEMECTHBIM HCIIOJIb30BAHHEM TEXHOJIOTHMA
MCKYCCTBEHHOTO MHTeUIeKTa. [lo maHHbIM aHanmuTtrueckoro otdera «Jlabopatopum Kac-
MEPCKOro» O TpeHaax Kubepyrpo3 ans O6usHeca, B 2024-2025 rr. HabmronaeTcsi pe3Kuit
POCT IIeNIeBBIX (DPUIIMHIOBBIX KaMIIAHWM, MCHOJB3YIOIUX IeHEPAaTUBHbIN MCKYCCTBEHHBIH
MHTEINEKT (nanee — M) g co3ganusi runeppeaincTu4Horo Kontenra. CorimacHo oTye-
Ty, TaKH€ aTaKd CTAHOBATCS OCHOBHOW NMPUYMHOW MHIUACHTOB MH(POPMALMOHHOHN 0e30-
MacHOCTH B KopropatuBHOU cpene [1]. Yrposa nmepecrana ObITh HCKIIFOUUTEIBHO TUPPO-
BOM, AaKTUBHO pa3BHUBAIOTCA T'MOpPHUIHBIC aTaKH, COYETAIOIIHME HUIEKTPOHHYIO I0YTY,
MECCEHKEphI U Telle()OHHBIE 3BOHKH.

Llenbio paboOTHI SIBJISETCS aHAJINW3 COBPEMEHHBIX TPEHJOB B (PUIIMHIOBBIX aTakax C
ucnonb3oBanueM MU u pazpaboTka KOMIUIEKCHOM MOJEIH 3aIUThI JJIs1 OpraHu3aui Kpu-
THYECKOH MH(pOpMAIMOHHON HH(pacTpyKTyphl. sl TOCTHKEHHS LENN TIOCTABIICHBI Clie-
OyIOIME 3aJauyd: MPOaHAJIM3UPOBATh CIIydal WCIOJb30BaHUsA TeHepaTtuBHoro MW u
deepfake-texHonoruii B ¢ummHre, oneHUTh I3PHEKTUBHOCTh TPAIUIIMOHHBIX CHCTEM 3a-
LIUTHI U NIPEAJIOKUTD YCOBEPIIEHCTBOBAaHHBII MHOTOYPOBHEBBIN IIOJIXO/.



