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Puc. 1. PazpaboTaHHas TpeHUPOBKA

Takum oOpa3omM, B pe3ysbTaTe IPOBEACHHON PaObOTHI OBLITN BEIOpAaHBI TpeOyeMbIe AJIs
JTUATHOCTHKYU YUCJIOBBIC XapaKTEPUCTUKH, PEATU30BAHbI AJITOPUTMBI X pacdyera u rpadu-
YECKOro mpejcTaBieHus. B panmpHeiileMm raHupyercs pa3paboTaTh HECKOIBKO BHJIOB
TPEHUPOBOK, Pa3IUYAIOLIUXCS 10 CJI0KHOCTU U HampaBlieHHOCTU. Ha ocHOBe aHanu3a co-
OpaHHBIX JaHHBIX MpeArnosiaraercs chOpMUPOBATh KOMILJIEKC TPEHUPOBOK, aJaTUPOBAH-
HBIM 110JT MHJIMBHUIyaJbHbIC OCOOCHHOCTH MalueHTa. Takoi moaxoj oOecleuuT MmepcoHa-
JM3UPOBAHHYIO PEaOMIMTALMIO, HANpPaBJIEHHYI0 HAa BOCCTAaHOBJIEHUE (DYHKIIMHM TOJIECHO-
CTOMHOTO CYCTaBa U yIy4lIEHUE IPONPUOLICTIIIH.
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Ilposeden KOMNIEKCHBIL CPABHUMENbHLIL AHAAU3 08VX (DYHOAMEHMANbHLIX  KAACCO8
KpUNmMo2papuueckux aizopummos — CUMMEMPUYHBIX U ACUMMEMPUYHBIX. 3adauell uc-ciedo8anus
ObLI0 BbIAGNEHUE UX KIIOYEBbIX XAPAKMEPUCIUK, NPEUMYUecms U 02paHuyeHull 8 KoHmeKcme
cospemeHHbIX mpebosanull Kk uHgopmayuonnou bezonacnocmu. Ipu nposedenuu cpagHUmMenbHo2o
aHanuza 6 nepeyio ouepedb YUUMbBIBAIUCL MaKue napamempul, KaK CKOpocmbv pabomsl u
npoU3B00UMENTLHOCHYb, YPOBEHb KPUNTOCOUKOCIU, MEXAHU3MYbL YNPAGIeHUs KII0YaMu, obracmu
NpaKmu4ecKko20 NPUMeHeHUs U YCMOoUuueoCcmy K pasiuiHblM MUnam amax.
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The article provides a comprehensive comparative analysis of two fundamental classes of
cryptographic algorithms: symmetric and asymmetric. The research aims to identify their key
characteristics, advantages, and limitations within the context of modern information security
requirements. The primary focus is on comparing such parameters as operational speed and
performance, the level of cryptographic strength, key management mechanisms, practical
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CoBpeMeHHbIE BBI30BBI HH(POPMAIMOHHOW 0€30MacHOCTH TPEOYIOT TIIyOOKOTO ITOHMMA-
HMSl KpUNTOrpauueckux METOAOB 3aIlUThl JaHHBIX. CUMMETpPUYHBIE U ACUMMETPUYHbIE all-
TOPUTMBI MIM(POBAHMS TIPENICTABIIIOT cO00H /1Ba (DyHIAMEHTAIBHBIX TOAXoMa K obecrede-
HHMIO KOHOHICHIMAIBHOCTH HMH(popMaimu. VX CpaBHUTENBHBIA aHAIN3 MO3BOJISIET BBIBUTH
ONTUMAJIbHBIE C(hephl MPUMEHEHHS KaXI0ro MeToa. CHMMETPUYHBIE aJlTOPUTMBI XapaKTepH-
3yIOTCSI BBICOKOM CKOPOCTBIO paboThl U 3((EKTUBHOCTHIO MPU MIHU(PPOBAHUN OONBIINX 00bE-
MOB JaHHBIX. ACHMMETPUYHBIE METO/IBI PEIIAIOT KPUTHUYECKH BOKHYIO TIpoOiIeMy Oe30macHo-
ro pacrnpeneieHus KIoue. AKTyalbHOCTh HCCIIEOBaHUS OOYCIIOBIEHa HEOOXOAMMOCTBIO
OINITUMAJIBHOTO COYETAHMs STHX TOIXOJI0OB B YCIOBHUSX MX MPAaKTHYECKON peanmm3anmu. B cra-
Th€ NPUBEAEH CUCTEMAaTUYECKUI aHAIIM3 XapaKTEPUCTUK OOOMX TUIOB HIM(POBAHUS C YTIOPOM
Ha CpaBHEHHE MPOU3BOAUTEIHFHOCTH, KPUIITOCTOUKOCTH M CJIOKHOCTH YTIPABJICHHS KITFOYAMH.
Ha ocHoBe pe3ysibTaToB McciieoBaHUI NpeUIokKeHbl PEKOMEHJALN 110 BHIOOPY aJITOPUTMOB
1U1s1 5 (PEKTUBHOTO PEeIICHUsI PA3INYHBIX MTPUKIIATHBIX 3a/a4.

CuMMeTpHYHbIE AITOPUTMbI IIU(PPOBAHUS HUCIOIB3YIOT OAMH KIIOY JUIs Oleparnui
mmdpoBanust U nemudposanua. K Hambonee pacrpocTpaHEeHHBIM alTrOPUTMaM OTHOCSTCS
AES (Advanced Encryption Standard) ¢ qnmunoit kimoua 128-256 6ur, DES (Data Encryption
Standard) u ero npeemuuk 3DES, oteuectBennsiii crangapt ['OCT 28147-89 (puc. 1).
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Puc. 1. CxemMa CHMMETPUYHOTO aIropuT™Ma In(poOBaHuUs

ACUMMETpPHYHBIC aJTOPUTMBI OCHOBAaHBI HAa MCIIOJIb30BAaHUH Naphl KIFOUYEH — OTKPHI-
Toro u 3akpeitoro. OcHoBHele npeacraBurenu RSA (Rivest-Shamir-Adleman), smmuntuye-
ckue kpuBbie ECC (Elliptic Curve Cryptography), anroputmsl Auddu-Xemmvana (puc. 2).
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OTHPBITBIR KN0Y JaKpLITEIR KoY
Puc. 2. Cxema aCHMMETPHYHOTO aJITOpUTMa MH(pPOBaHUS

[Ipou3BOAUTENBHOCTD: CHMMETPUYHBIE AITOPUTMBI AeMOHCTpUpytoT B 100—1000 pa3
Oosiee BBICOKYIO CKOpocTh 00paboTku naHHbIX. Hampumep, AES mokasbiBaeT CKOpOCTb
okojo 1-2 I'éut/c Ha coBpeMeHHOM 000pyAOBaHNH, B TO BpeMs kak RSA 2048-bit — Bcero
5—-10 Mourt/c.

KpunrocToikocTh: acCUMMETPUYHBIE AITOPUTMBI TPeOYIOT 3HAYUTENBHO OOJIbIIEH
JUIMHBI KJIIOYEN 11 00ECIIEUEHHUST COIMOCTABUMONM CTOMKOCTH. DKBUBAJIEHTHASA CTONKOCTH
nocturaercs npu AES-128 =~ RSA-3072 u AES-256 =~ RSA-15360.

VYnpaBieHue KIouaMu: CUMMETPUYHBIE alrOpUTMbI TPeOyrOT 0€30MacHOro KaHana
JUId Tepefiayd KiIroya, 4yTo co3aaer mpobiemy n(n—1)/2 kmoded JUid n mosib3oBaTeneil.
ACUMMETpHYHBIC aITOPUTMBI PELIAIOT ATY MPOOIEMy Yepe3 OTKPBIThIEC KIIOYH.

B peanpHBIX yCIOBUSX 00a THIA aJTOPUTMOB HCIOIB3YIOTCS COBMECTHO B THOpPHUI-
HBIX CHUCTEMax: CUMMETPUYHOE MK(POBaHUE IS epelaui CeaHCOBOrO KJII0Ya M CUMMET-
puuHOE MHK(ppOBaHUE 11 OCHOBHOIO OOMEHA JaHHBIMHU.

Takoe coyeTaHue Mo3BOJISIET UCIOIB30BATh MPEUMYIIECTBA 000X MOAXOI0B, TAKUX
KaK BBICOKYIO CKOPOCTh CHMMETPHYHOTO ITU(PPOBaHHSA M O€30MacHOE pacIpeesieHue
KJIF04Yel aCHMMETPUYHBIX METO/I0B.

CpaBHUTENIbHBIN aHAJIN3 NTOKA3bIBAET KOMIUIEMEHTAPHBIN XapakTep JIByX KJIAcCOB all-
roputMoB. OnTUMaNbHBIA BBHIOOP 3aBHCUT OT KOHKPETHBIX TPeOOBaHUH K 0€30MacHOCTH,
IIPOM3BOJUTENBHOCTH U MacIiTabupyeMocTu cucteMbl. COBpeMEHHbIE peaTnu3aluu J10JIK-
Hbl YYUTBIBaTh HEOOXOAMMOCTb IMOPHIHOIO MOIXOAA JUISl JTOCTUKEHHUS MaKCHUMAaJbHOM
3(PEKTUBHOCTH 3aIHTHI.
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