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HaMEHOBAB IE€PEXO0J] OT PEMECIECHHOI0 MMOAX0/a K MHKEeHepHO-1IM(poBoii nmapagurme. by-
Jylllee HallpaBJIEHUs CBA3aHO ¢ aBToMaru3anuel, I B npoexkTnpoBaHuu, nevarbro Kepa-
MHUKHU U Pa3BUTHEM OuoIedaTu Ajs pereHepanuu TkaHeil. MaccoBoMy BHEAPEHHIO, OJIHA-
KO, CITOCOOCTBYIOT BBI3OBBI: BBICOKAss CTOMMOCTb, HEOOXOIUMOCTh OOyUEHHSI CIICIIUAITIC-
TOB U pa3BUTHE HOPMATUBHOM 0a3bl /ISl HUHHOBALMOHHBIX MaTEpUAIOB.
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OBECIMNEYEHUE BE3OMNACHOCTU OAHHbIX
B MPUKNAAHOM NMPOrPAMMHOM OBECIMNEYEHUN:
TEXHOJTOTMN LLUIN®PPOBAHUA, 3ALLNTDBI OT YTEYEK
N COOTBETCTBUE CTAHOAPTAM (GDPR, HIPAA)
B PA3PABOTKE MPUNOXEHUN

HI. AnaaxkyasieB, A. CyHHaTOB
Tocyoapcmeennsiii snepeemuyeckuti uncmumym Typkmenucmana, 2. Mapol

Paccmompenswi xnouesvie mexnonocuu wugposanus, maxue Kaxk CUMMEMPUUHOe U ACUM-
MempuuHoe wupposanue, Memoodvl npedomepawjeHusi ymeuex oaunvix  (DLP-cucmembt)
u mpebosanus cmanoapmos GDPR u HIPAA. Lenv uccnedosanus — ananus nooxo008 K unmez-payuu
SMUX MeP 8 NPoYecc paspabomxy, GKI0UAs OYEHKY PUCK08, 8bIO0D UHCMPYMEHTNO8 U MECMU-POBAHUE.
Memoouxa ocrosana Ha 0030pe Cneyuaru3uUpPOSAHHOU AUMePamypvl U HPAKMUYECKUX PeKOMEH-
Odayuti. Peszynomamul nokasvigarom, Yymo KOMOUHUPOBAHHOE UCNOIb-308AHUE UWUPPOBAHUA OAHHBIX
8 NOKoe U 8 Mpausume, MOHUMOPUH2A OOCMYNA U AYOUMA 10208 NO3BOIAEH MUHUMUSUPOBAD
PUCKU ymeuek, obecneuusdas coomeemcmeue pezyiayuam. B umoze noouepkusaemcs neobxoou-
MOCMb KOMIIEKCHO20 N00X00a 015 nosviutenus nHaoexcnocmu 110.

KiaroueBbie cjioBa: 0e€30MacHOCTh JaHHBIX, ImudpoBaHue, 3ammra oT yredek, GDPR,
HIPAA, pa3paboTka nprioKeHnH.

DATA SECURITY IN APPLICATION SOFTWARE: ENCRYPTION
TECHNOLOGIES, LEAK PREVENTION, AND COMPLIANCE WITH
STANDARDS (GDPR, HIPAA) IN APPLICATION DEVELOPMENT

S. Allakulyyev, A. Sunnatov
The State Energy Institute of Turkmenistan, Mary

The article examines key encryption technologies, such as symmetric and asymmetric
encryption, data leak prevention methods (DLP systems), and GDPR and HIPAA standards
requirements. The research aim is to analyze approaches to integrating these measures into the
development process, including risk assessment, tool selection, and testing. The methodology is
based on a review of specialized literature and practical recommendations. The results
demonstrate that combining data encryption at rest and in transit, access monitoring, and log
auditing minimizes leak risks, ensuring regulatory compliance. Ultimately, the need for a
comprehensive approach to enhance software reliability is emphasized.
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B coBpemeHHOM Mupe, TJie TPUIOKEHUS €KETHEBHO 00pabaThIBalOT OrpOMHbIE 00b-
€Mbl JMYHBIX M KOPHOPATHUBHBIX JIaHHBIX, BOIPOC OE30MACHOCTH BBIXOAUT HA MEPBBII
IUIaH. YTEUKM AAHHBIX MOTYT MPHUBECTH K (DUHAHCOBBIM MOTEPSM, PEMyTalHOHHOMY
yiiepOy u ropuandeckuM caHkuusiM. [lo nanHbM oTueToB, B 2024 r. Konu4yecTBO Kubepa-
TaK Ha NpuiokeHus Beipocsio Ha 30 % [1, c. 2], 4TO MOAYEPKUBAET AKTYaIbHOCTH TEMBI.
Henpio qaHHOTrO MCCIEI0BAaHUS SBISETCS M3YYEHHE TEXHOJIOTMH In(poBaHUs, MEXaHU3-
MOB 3allIUThl OT YTEYEK U crocoboB obecnedeHus cootBeTcTBus cranaaptram GDPR (O6-
mmid persiamenT 1o 3amure faHHeiX EC) u HIPAA (3akoH 0 mepeHOCMMOCTH U MO/I0TYET-
HOCTH MeauIMHcKoro crpaxosanus CIA) B nmpouecce pa3padotku npukiagHoro I10. Ml
paccMOTpHUM, KaK 3TH 3JIEMEHTbl MHTETPUPYIOTCS JJIS CO3JaHUsSI HAJECKHBIX CHUCTEM, MH-
HUMM3HPYSI PUCKH.

MeTtoauka npoBeieHUsI UCCIIEI0BaHUIN ONMMPAETCsl HAa aHAJIW3 HAYyYHOW U NpakThuye-
CKOM JIUTEpaTyphbl, BKJI0Yasi 0030pbl CTAaHIAPTOB U Keiichl pa3paboTku. beuin n3ydeHs pe-
KOMEHJAIMK N0 HIM(PPOBAHUIO OT BEAYIIMX HUCTOUYHUKOB, a TAK)Ke TPeOOBaHMSI PETyIISITO-
poB [2, c. 3-5]. JIna oueHku 3(PPEeKTUBHOCTH MPUMEHSIIUCH CPABHUTEIbHBIE METOJIBI:
aHaJIM3 TPEUMYIIECTB CUMMETpHYHOro ImmppoBanus (Hanpumep, AES-256) mo cpaBHe-
HUIO ¢ acuMmMmeTpuuHbiM (RSA), MopenupoBaHue cleHapueB YTEYeK U IpOBEpKa
compliance-ueknuctoB. VcciienoBanie IpoBOIMIIOCH HA OCHOBE OTKPBITHIX JAaHHBIX M CH-
MYJISILIMNA B TECTOBBIX Cpelax, 0e3 peaJbHOro 10CTyna K KOHQHUIESHIMAIbHbIM 0a3aM.

B pesynbTraTte aHaiu3a BBISBIEHO, YTO TEXHOJOTUHU IU(POBAHUS UTPAIOT KIIIOUEBYIO
posib B 3amuTe NaHHbIX. Hampumep, mmudpoBanue B mokoe (at rest) ¢ UCIOIb30BaHUEM
AES obecneunBaeT KOH(PHICHIMAIHHOCTh XPAaHUMBIX JAHHBIX, MPEIOTBpAIlas HECaHK-
LIMOHUPOBAHHBIN 10CTYN Aaxe Mpu GU3NIECKOM B3JIoMe yCTpoUcCTB [1, c. 4]. J{ns naHHbIX
B TpaH3ute pekomenayercst TLS 1.3, koTopslii uHTErpUpyeT muppoBaHUe U ayTeHTUU-
KallMIo, CHIKasi PUCKHU IepexsaTa [2, ¢. 6]. 3amuTa oT yTeuek peanusyercsa uepe3s DLP-
CHCTEMBI, TaKH€ KaK MOHHTOPUHI Tpaduka M KIACCH(PHKAINSA TAHHBIX, I/I€ AITOPHTMBI
MAaIlIMHHOTO O0YYeHHUs BBISBISIOT aHOMAJIMM B pealbHOM BpeMeHu [3, ¢. 7]. B koHTekcTe
GDPR axkmeHT nemaercs Ha TpUHIUINAX “privacy by design”, BKIItOYass MHHUMH3AIHIO
JAHHBIX W HPO3pPavyHOCTh O00pabOTKH, 4TO TpeOyeT BHEApPEHHs consent-MEHEIKMEHTa B
koze npuitoxkeHus [2, c. 4]. Ins HIPAA ¢okxyc Ha MeAMIIMHCKUX JaHHBIX: 00s3aTENbHOE
nmdposanue PHI (protected health information), ayaut 10roB 1 KOHTPOJIb AOCTYTA C UC-
nonp3oBaHueM poneBbix Mmozeneid (RBAC), 4To cHM)XKAaeT BEpOATHOCTb HapyLIEHUI
Ha 40-50 % no cratuctuke [3, c. 89]. IlomyueHHble pe3ynbTaThl NOKA3bIBAOT, YTO MHTE-
rpauus 3TUX Mep Ha Tane auzaiiHa [10 nmo3BosseT He TOJIbKO COOTBETCTBOBATH CTaHAp-
TaM, HO U TOBBICUTH OOLIYI0O YCTOMYMBOCTh K yrpo3aM, Kak JAEMOHCTPUPYIOT KeHChl W3
3/paBOOXPaHEHUS.

OGecrneuenne 0€30MaCHOCTH JaHHBIX B mpukiaagHoMm [IO TpeOyeT KOMILIIEKCHOTO
NOJX0/1a, COYETAIOIEr0 MepeaoBble TeXHOJOoruu mudposanus, DLP-uHCTpyMeHTH H
ctporoe coomoaeane GDPR u HIPAA. MccnenoBanue nmoATBEpKAaeT, YTO paHHSIS HHTE-
rpauus 3TUX 3JIEMEHTOB MUHUMH3UPYET PUCKU U IMOBBIIIAET JOBEpPHUE IOJIb30BaTeiei. B
Oynymiem, ¢ poctoM MM u 061agyHBIX CEpBHUCOB, pa3pabOTYMKaM CTOUT (DOKYCHPOBATHCS
Ha aBTOMATU3MPOBAHHBIX ayAuTax W aJalTHUBHBIX cucTeMax 3amuThl [1, c. 10]. D10 He
TOJIbKO OPHUIMYECKass HEOOXOAMMOCTb, HO M CTPATErMUYECKOE MPEUMYILECTBO B KOHKY-
PEHTHO cpene.
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The article examines the specifics of applying artificial intelligence (Al) technology in
various areas of human activity.

Keywords: artificial intelligence, machine learning, natural language processing, automation.

Pa3BuTHE MCKYCCTBEHHOIO HMHTEJUIEKTa CTAJIO OAHMM M3 KJIIOYEBBIX HaIlpaBJICHUN
dposoit Tpancopmanuu obuiectsa. Ceroans MU nepecran ObITh aOCTPaKTHBIM MOHS-
THEM M3 HayyHOW (DaHTAaCTHKU M NPEBPATUIICA B MOIIHBIA MHCTPYMEHT, BHEAPSIEMbIH B
NpPaKTUYECKUE PELIeHUs, HAlpaBlIeHHbIE HAa MOBbIIEHHE 3(()EKTUBHOCTH U TOYHOCTH B
pasHBIX cdepax AeATEIBHOCTH YelloBeKa. B OCHOBE OONBIIMHCTBA MPHUKIAIHBIX TPUIIOKE-
HUH JIeKaT alropuTMbl MAIIMHHOTO O0YYEHHs U METOJbl 00pabOTKU €CTECTBEHHOTO SI3bI-
Ka, KOTOpbIE MO3BOJISIOT CUCTEMaM HE MIPOCTO BBIMOIHITH 3alpOrpaMMHUPOBaHHbBIE IEHUCT-
BUSI, HO U 00y4yaTbCs Ha JIJAaHHBIX, BBIABIATH 3aKOHOMEPHOCTH U IPUHUMATH perieHus [1].

B MenMuMHCKON IPakTUKE MCKYCCTBEHHBIM MHTEJUIEKT MCIOJB3YETCS IS aHalu3a
n300paKeHHi, MPOTHO3UPOBAaHUS 3a00JIeBaHUI U BBIOOpA ONTUMAIBHBIX CXEM JICUCHHS.
Hampumep, cucteMbl KOMIBIOTEPHOTO 3pEHMSI, OCHOBAHHbIE Ha HEHPOHHBIX CETSX, CIO-
COOHBI C BHICOKOI TOUHOCTBIO PACIO3HABATH OITyXOJU HAa PEHTI€HOBCKUX CHUMKax U MPT,
PeBOCXOs MO APPEKTUBHOCTH TPAJULIMOHHBIE METObI TUArHOCTUKY [1]. DTO HE TOIBKO
YCKOpSIET MpoliecCc NOCTAaHOBKU AMArH03a, HO M CHIDKAET PUCK YEIOBEUYECKUX OINOOK.

B ¢unancoBoMm cextope MU mpumensieTcs i aHaIM3a MOBEICHUS KIIMEHTOB, BBISIBIIC-
HMSI MOIIEHHUUYECKUX OINepalii U yIpaBeHUs] UHBECTULIMOHHBIMU NOPTQEIAMU. AJITOPUTMBI
MAalIMHHOTO O0YYeHHsl aHAIM3UPYIOT MUJUIMOHBI TPAaH3aKLUH, ONpenesnss MOJ03pUTEIbHbIE
naTTepHBI U peoTBparias puHaHcoBble mpectyruieHus [2]. Kpome toro, Texnonoruu MU uc-
HOJB3YIOTCS JUISl IPOTHO3UPOBAHUS PHIHOYHBIX TEHJECHIMM, YTO MOMOIaeT KOMIIAHUSM MpH-
HMMaTh CTPaTETMUYECKUE PEILIEHNUs] HA OCHOBE JJAHHBIX, @ HE MHTYHLIIH.

B cdepe obpazoBanus NN cmocoOCTBYyeT (HOpMUPOBAHUIO TEPCOHATU3UPOBAHHBIX
o0pa3oBaTeNbHbIX TpaeKkTopuil. MHTemIeKTyanpHble 00ydaronye CUCTEMbl aHATU3UPYIOT



