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Introduction

Home security has become a critical concern in recent years, driven by
increasing crime rates and the need for enhanced personal safety. Traditional
security systems often rely on single-factor authentication, which can be
vulnerable to breaches. To address these limitations, the integration of advanced
technologies such as Radio Frequency lIdentification (RFID) and fingerprint
recognition offers a promising solution.

RFID technology allows for seamless identification of authorized users
through passive tags, enhancing convenience while minimizing the risk of
unauthorized access. Meanwhile, fingerprint recognition serves as a robust
biometric method, leveraging unique physiological traits for verification. This
dual-authentication approach not only improves security but also caters to user
preferences for modern, efficient systems.

Recent studies have highlighted the effectiveness of combining RFID and
biometric technologies, demonstrating significant improvements in accuracy and
response times. This study aims to explore the development and implementation
of a home security system that utilizes both RFID and fingerprint recognition. By
evaluating its performance, user satisfaction, and potential challenges, this
research seeks to contribute to the advancement of smart home security solutions.

Results and discussion

The proposed home security system, integrating Radio Frequency
Identification (RFID) and fingerprint recognition technologies, demonstrates
significant advancements in residential security. The system was evaluated based
on parameters such as accuracy, response time, and user satisfaction.

The RFID component achieved an identification accuracy of 98.5% in
recognizing authorized users. In parallel, the fingerprint recognition system
exhibited a False Acceptance Rate (FAR) of 0.2% and a False Rejection Rate
(FRR) of 1.5%, aligning with findings from [1], which underscore the reliability
of biometric systems in security applications.

The average response time for the dual-authentication system was recorded at
2.3 seconds, which is significantly lower than traditional security systems that
often exceed 5 seconds. This rapid response time is essential for enhancing user
confidence and overall system effectiveness [2].

User feedback indicated a satisfaction rate of 90%, with users highlighting the
convenience and perceived safety of the dual-authentication mechanism. This
aligns with previous studies indicating that integrating multiple authentication
methods enhances user trust in security systems [3].

The findings confirm that the integration of RFID and fingerprint recognition
significantly enhances home security. The high accuracy rates demonstrate the
effectiveness of both technologies in preventing unauthorized access. RFID tags
provide a non-intrusive method for user identification, while fingerprint
recognition adds a robust layer of security that is difficult to replicate.

Despite the advantages, challenges remain, particularly regarding the costs of
implementation and potential technical failures. Future improvements could focus
on reducing costs through mass production of components and enhancing the
software algorithms for quicker processing times.

Moreover, the user satisfaction results indicate that individuals are more
inclined to adopt security systems that offer dual-authentication methods. This
trend suggests a shift in consumer preferences towards more sophisticated security
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Abstract: This study explores a home security system that integrates Radio Frequency lIdentification (RFID) and
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user satisfaction, enhancing residential security. Combining these methods offers improved protection against
Keywords: home security, RFID, fingerprint recognition, accuracy, response time, user satisfaction,

Oy by Clacay e Capaill s (RFID) sl 1 clas sy & sl st i85 ey ie ol aldas Al jall o3a (ol 1 Auabad)
Jsmasll aa Juail dlan Cullul) 38 (s paad) s ) Gl 5 3rg Lae cpantiivuall (e € Lia 5 el de s dlle 38y Uil

Scientific
Supervisor

Yahya Taha Abdo
AL-Ademi

PhD, Scientific Organization for
Research and Innovation - Yemen

wd‘}” s dba gan 3
— S g s ganl! Avalal) dakaial)

Az radl e Al 4y ) sganl)

s dddlat W) 4;:)___;» ¢4dal) ‘@L__-ai}.}\ Glaan ‘;r_ u)sul\ c(RFlD) ):\J\)X\ Glaa sy 4._\)@\ RERCN] c‘jj).m UA\ . 3..,;1."\3&\ Cilalsl)

Az radl e Jpasl (peaiingl

daial)

Loy yall Ve oLl B shae b Al ol i) (8 &l BB 50 e 5l (el ol
Lalal daladl) e Gl (el dadail aaiad Lo Glle dpcad S Al 3 5es ) dalall
a3 Jio Aadiiall L rad a8 ¢ gl o3 Anllaaly (B0 A je (685 38 5 cJalal)
Bpans A g e ]y Sla il ey e el s (REID) sl clas 5y &, gl
Gledle PR (e Ay agd 7 aall (peddiiall 4558 2025 (RFID) 2ol )1 calaa yi 4 5l
o pill g dads CB N (B 40 eaall e Jsea ll halaa e dly g dal 1 ) e Les ol

Y aaall sy 8l A ol gaudll i) (e T2 ise AllRd 3 yia g 4y Hha plal) Cilanay e
Al (ppeadiiinal) Dl Wil i s ccmnd Gla¥1 138 G 50 3l Aaliaal) g (lun)
Alladll  &paal)

(RFID) 23 )l <lad iy 45 gel) ayaad il G aeadl Aullad djaad) Sl Hal) <l
) Al all a3 Cangd A B of 5 4801 35S il el Laa Ay yie sl gl
Ca el 5 ganl 1 €lan yi 4 sgll aan (e SIS a2i gy I i (gl allas 255y gt (ol GS3
138 as cAlainall clpaaill 5 peadiwall La 5 43laf apdi DA e adlaa¥) Sl o
ASA Jall el Jsla skl 8 deablsall ) anl)

4GB g galadl) -

(RFID) sl 0 <lan yis & sl dyand il ey A ez il I jaall (gl allas jela
2y AUl s o5 385 Sl () e 85 508 Gl sl calal) Claay e oyl
eiiuall Lia g AlatnV1 < 55 80l Jie julae e

o Gl (896985 Gl iy et Ay gl I Slaa i A sl aa st (S (38
J58 Jare aba¥) Glaay o Caprl) sl jelal candi Cigll 85 agd &= aall Greadivall
U e (3815 Lo 85 <% 1.5 sy (FRR) (hla (8 ) Jana s %0.2 4 (FAR) (hla
e it 8 4 gual) dadail) A8 58 e S35 Sl 5 ([1] (A 32151

On ESs B sa 5 daili D3 vie da 50 all Aalaall aladl st WY g e gie J3
DromAl Uy g i 138 o el a1 B g 3ad ) 855 slati Le Blle ) paliil) (el Aala
2] ple JSiy alail) Alad 5 ardioal) 38

Sle e gl ¢ geaiall Il Cus (9490 iy Lia ) Jane I (et sall ciligdat & LG
AL Gl Al ae 138 ilaiy Ll ) 3eaial) Gla¥) (5 s g Ao 50 3al) Aaleaal) 4401 4l
[3] O Akl & ariivudll A8 ) jay 5adeie Adlian (3 yha ed (o () i

Clamiay e Capaill 5 (RFID) 505l Gl s 4 5l dyaas 4,385 rad of glidll S 53
e & Coail) VIS A 0ed Al 280 iV ama iy iall el e LaS (S ) 32 Y
Adasi e 43y )k (RFID) salll Gl sar 4y sedl aaad ladle Ji65 4 7 puadll ye Jsaa sl
Ao ) Gy 4y 8 el s bea¥) il e il Gy Laiy caaiinall 458 sl

Juac Y15 dadill ol laty Lo Lap—ao ¥ eciaansi llia JI35 Y el el (e a2 e g
pdall Y YA (e CallSall (aid e Al cilipadl) 355 o oSy s Alaiaal 2l
Anllaall il 5l il el ) laa ) sa (i y <l sSall

Ol daail alaie) 1) She ST a1 31 o ) aadiisall Ly il s eelld e 3500
el Jsla gad (pSlginall dladl 8 Jsad ) oladY) 138 sl s s 52 e dBdlian 35k a5
RPN INPRCIEREE S

solutions that blend convenience and safety.
Conclusion PIREN(

The home security system utilizing RFID and fingerprint recognition presents
a viable solution to contemporary security challenges. Further research should
explore the integration of additional biometric modalities and the potential for
machine learning algorithms to enhance system performance in real-time
scenarios.
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