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BESOINACHOCTE

MeTopn Ana pac4€THbIX OLLeHOK
XapaKkTepucTuK 6es3onacHoCcTun
XXene3HOAO0POXXHOU aBTOMATUKN

KoHcTtaHTnH BOYKOB

Omutpuit KOMHATHbIN

PaccmatpuBaetcsi npobriema KosIm4eCcTBeH-
HOro aHam3a 6e30MnacHOCTY MUKPO3JIEKTPOH-
HbIX Y MUKPOIMPOLIECCOPHBIX CUCTEM XEJIe3HO-
,quO)KHOI;I aBTomMaTuiknu i TeJ;ieMexaHUuKU.
lMpobnema ocTaéTcs akTyasibHOM, Tak Kak rpes-
MeTOoM aHanm3a 6e30MacHOCTY SIB/ISIKOTCS PELKO
npoucxoasLme, HoO O4eHb OrnacHble cobbITUS.
B ka4ecTBe OCHOBHbIX XapaKkTepucTk 6e3ornac-
HOCTU BblﬁpaHbl PUCK N BHAYNMOCTb OTKa3a.
OnpeneneHve 3Ha4MMOCTY 0TKa3a BbIOPaHo o
ctaHaapty MIL-STD-1629A kak Hanbosee
aneksarHoe. [pyBeaeHb! PacHETHbIE BbIPaXEHUS
151 3Ha4YMOCTY OTKa3a. BeposiTHOCTb BO3HUIK-
HOBEHWSI 0r1acHOIro 0Tka3sa roJjiydeHa MeToLoM
MoAesIbHOro aHam3a. BeposiTHOCTb nepepacTa-
HUS1 OTKa3a B aBapuIko MpeaiaraeTcsl PaCCYUThI-
BaTb MeToAaMy CLiEHapHOro aHanm3a rnyTém

bouxoe Koncmanmun Agpanacveeun — benopycciuii
20Cy0apcmeeHHblil yHugepcumem mpaLcnopma,
Pecnybauxa benapyco, [omens.

Komnammuwuii JImumpuii Buxkmoposuu — benopycckuii
20Cy0apcmeeH bl YHUGepCUumem mpancnopma,
Pecnyoaukxa beaapyco, [omens*.

rocTpoeHus apesa cobbiTuii. [NprBeaeHs! pac-
YETHBIE COOTHOLLIEHWS [I/15] PEUTUHIOB HapyLLie-
HWE, NO3BOJISIOLLME CPaBHUBATL OMNaCHbIE OTKa-
3bl 1 aBapUiHbIe Noc/IeA0BaTe/IbHOCTU, B KOTO-
pble 0TKa3 MoxeT nepepactu. OueHka pycka
KCrIyaTaLmy CUCTEM XeJs1e3HOA0POXHOM aBTo-
Martvku BblbpaHa He CBSI3aHHOV C 9KOHOMUYE-
CKUMU KaTeropusiMu, yao6Hasi /15 HOPMUPOBa-
Hus. OHa OCHOBaHa Ha BEPOSITHOCTHLIX Mpes-
CTaBJ/IEHUSIX O MPUPOAE PUCKA Y PACCYUTHLIBAETCS
MeTonaMm Teopum BEPOSITHOCTU. PaspaboTaHHbIe
PACYETHBIE COOTHOLLIEHNS 1 MOAEJIN TO3BOJISIOT
aHa/IM3npPoBaTh BbINOHEHNE PYHKLM CUCTEM
o6ecrie4eHs 6e30MacHOCTU ABYXEHUS NMoe308
meToaamu, OBLLVMMMN [1/11 CUCTEM YIPaBJ/IeHus,
HO BMECTE C TEM OTPaXaloLLMMU OCOOEHHOCTH
PabOTbI Xe/1e3HOLOPOXHOV aBTOMATUKM.

KnioyeBble cnoBa: xene3Has 4opora, CUCTEMbI XeJ1e3HOLOPOXHOM aBToMaTvku, 6e3onac-
HOCTb, PUCK, 3HAQ4YMMOCTb 0TKa3a, PerTUHI OTKa30B, BEPOSITHOCTb ONacHOro oTkasa, HopMupo-

BaHWe pucka.
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crnelrHas pa3paboTKa U BHEApeHUE

COBPEMEHHBIX MUKPOIJIEKTPOHHBIX

U MUKPOTIPOIIECCOPHBIX CUCTEM Ke-
JIE3HOOPOXKHOM aBTOMAaTUKH U TEJIeMEeXaHM -
kU (CXKAT) TpeOytoT npoBeeHUS aHAIM3a UX
0€30MacHOCTU KOJTMYECTBEHHBIMU METOIAMU.
DTO 00BSICHSCTCS TEM, YTO B TAKMX CUCTEMAX
ycJI0BUSI 6€30MTaCHOCTU MEPEeBO30YHOIO MPO-
1ecca peaau3yroTcsl anmnapaTHO-TIPOrpaMM-
HBIMU cpencTBaMu. [IpuMeHsieMast JIeMeHT-
Has 0a3a MMEEeT CUMMETPUYHBIE OTKAa3Hhl,
MHTEHCUBHOCTH KOTOPBIX 3HAYNTEIHHO BBIIIIE
MHTEHCUBHOCTH OTKA30B JIEKTPOMArHUTHBIX
pene I knacca HagéxHocTu. K Tomy ke Mu-
KPO3JIEKTPOHHAs 3JIeMEeHTHas 0a3a uMeeT
HU3KYIO YCTOMYMBOCTD K 3JIEKTPOMArHUTHBIM
rmoMexaM M BMECTe C TeM 3KCILTyaTUPYyeTCsI
B CJIOKHOU 3JIEKTPOMAarHUTHOM 0OCTaHOBKE.
CrenoBaTesibHO, 00eCeYuTh 0€30MacHOCTh
coBpeMeHHbIX CXKAT myTéM sKCHEepTHBIX
OLIEHOK aHAJIOTUYHO CUCTeMaM, MTOCTPOEH-
HBIM Ha peJie | Kiacca HaIEXXHOCTU, CTAHO-
BUTCSI HEBO3MOXKHBIM.

B omy6iuKoBaHHBIX MOHOTpaduUsAX MO
JKeJIe3HOMOPOXKHOM aBTOMaTuke [2—4] Hau-
0oJiee pacnpoCTPaHEHbl METOIbl aHaJIU3a
0e30MacHOCTH, CO3aHHbIE HA OCHOBE MOJIe-
JIel ¥ TIpeACTaBJIeHUI TeOpU HANEXKHOCTHU.
Teopust HaAEXHOCTU B HACTOSIIIEE BPEMS
MoJy4Yuia IUPOKOE Pa3BUTHE, TOITOMY €CTe-
CTBEHHBI TTOITBITKY UCITOJIB30BaTh €€ JIJIST pe-
IIEHWST HOBBIX TEXHUYECKUX 3a1ad. [1o aTomy
MMYyTU MOCTPOEHUS TeOpUU OEe30MacHOCTHU
clieayloT aBTopbl padot [5—7]. B meTomax
aHaymm3a 0e3omacHOCTH U3 [2—4] ocHOBHOM
BEJIMYMHON, ONMMCHIBAIONIEH 0€30MacHOCTb,
SIBJISIETCSI MHTEHCUBHOCTh TIOTOKA OTKa30B.
IIpennonaraercs, 4TO MOTOK OTKA30B — Iyac-
COHOBCKMW1, THTEHCUBHOCTb OTKA30B SIBJISIET-
Csl CTAaTUCTUYECKU YCTOMUYMBOW BEJTMUYUHOM.
Ha ocHoBanuu atoro noaxoja B [8; 9] ucnob-
30BaHbI TaKKe MTOKa3aTesIv 0€30MaCHOCTH, KaK
CpenHsis HapaboTKa 10 0TKa3a, BpeMs IpeObl-
BaHUSI CUCTEMBI B COCTOSTHUM OITACHOTO OTKa-
3a, Koo puumeHT 6e3omnacHocTu. CripaBea-
JuBo oTMevaetcs [10], yTo Takue MeTOIbI
aHaiu3a 6€30MacHOCTU HE YYUTHIBAIOT TO
00CTOSITEILCTBO, YTO OTIACHBIE OTKA3bl, aBa-
PYU Y KPYIICHUS SIBJISTIOTCS PEIKUMHU 1 JTaKe
YHUKAJIbHBIMU COOBITUSIMU. Takske He yIUThI -
BaeTCs, YTO IUISI TepepacTaHus OMacHOro
OTKa3a B aBapuio TpeOyeTcsl CTeYeHUe He-
CKOJIBKMX HEOJIarOMPUSTHBIX 00OCTOSITETLCTB,
KOTOpOE TaKXe MPOUCXOIUT TOCTATOYHO
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penko. [loctoBepHOE OTpe/ieieHre MHTEHCUB-
HOCTH OITACHBIX OTKA30B MPEICTaBIIsIeT COO0M
CaMOCTOSITEJIHYIO ITPOOJIEMY.

C 1ie/1b1o yu€Ta peIKOCTU COOBITUIT aBapuii
B [11] nmpennaraeTcs paccMaTpuBaTh y4acTKHU
3aKOHOB pacIipe/ie/IeHUs TITIOTHOCTH BePOSIT-
HOCTH BEJIMUIMH, XapaKTePU3YIOIINX OITaCHEIE
OTKa3bl, C OOIBIIMMU 3HAUYCHUSMU 3TUX Be-
JIMIWH Y MaJIBIMU BEPOSITHOCTSIMU WX TTOSIB-
seanst. OMHAKO TP TaKOM TOIXOIE BO3HM-
KaeT mpobJiemMa oIpe/eieHUs TapaMeTpoB
M XapaKTepUCTHK 3aKOHOB paclpencicHUs
JINOO U3 TEOPETUUYECKUX COOOpakeHUit, TMOO
W3 TaHHBIX OITBITA.

CrienoBartesibHO, pa3paboTKa METOIOB aHa-
sm3a 6e3onacHocTy CKAT mpencraBisieT co-
00ii KpyITHYIO HAyYHO-TEXHUYECKYIO TTPOo0JIe-
My, McUepIIbIBalolee pelleHne KOTOPOi
B HacToslee BpeMs elle He moaydeHo. CooT-
BETCTBEHHO, Ue/1bi0 JAHHOM paObOTHI SIBIIIETCS
JaJbHelIIee pa3BUTHE METOIOB aHaIM3a 0e3-
omnacHoctu CXKAT.

PE3YJIbTATbI
Jist MOCTUXKEHUSI TTOCTaBJICHHOU LeIn
TpedyeTcs, B IEPBYIO 0YEePE/Ib, BBECTU OCHOB-
HbIE BEJIMYMHBI, XapaKTepU3YIOIINe CBOMCTBO
6esomacHoctn CXKAT. B [12] ykazaHo, uto
TaKWMU BEJIMYMHAMU B TEOPUU O€30MaCHOCTH
CHCTEM YIIPaBJICHUSI OTBETCTBEHHBIMU TEXHO-
JIOTUYECKUMHU TIPOLIECCAMU SIBJISTIOTCS PUCK
1 3HAYMMOCTb OTKa3a. TaM Xe M3JI0XKEHBI
0011Me METOIBI OTIPEECICHUS ITUX BETUYNH.
IMpumenurensHo K CZKAT Ha ocHoBaHMM [ 12]
MOTYT OBITh TIPEUIOXKEHBI MOANDUKAIINS Ta-
KWX METOIIOB KOJIMYECTBEHHBIX PACYETOB
3HAYUMOCTH OTKa3a U PUCKa, a TAKXKe CITOCO-
Obl PEMTUHIOBOTO aHaM3a HapylIeHU 0e3-
OIMACHOCTU U HOPMUPOBAHUS PUCKA.
Haubonee anekBaTHOE Omnpeie/ieHue 3Ha-
yuMocTy otkasza C nmpuBeneHo B METOIUKE U3
crangapta MIL-STD-1629A. Xotsa aTor
CTaHJApT U OTMEHEH O(UILIMATIBHO, 3aMEHEH
Ha ctaHgapT MIL-STD-2070, Ho ero MeTOIbI
U MOJEJU MPOAOIXKAIOT MIUPOKO UCIOIb30-
BaTbCs MPU MPOBEACHUY aHATU3a 0e30MacHO-
CTU OTBETCTBEHHBIX TEXHUUYECKUX CUCTEM,
B YAaCTHOCTH, JIETaTeIbHBIX arrmapaTos [ 1; 12;
13]. B ykazaHHBIX CTaHIapTaX 3HAYMMOCTh
0TKa3a OIpeIeIIIeTCs KaK BEPOSITHOCTB Iepe-
pacTaHus UCXOJHOTO OMMACHOIO OTKa3a B aBa-
PUIHYIO CUTYaLIUIO:
C=P) P(E/1),
e P(I)) — BEpOSTHOCTD OTKA3a,

e
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P(E/I)) — BepOATHOCTb NepepacTaHus
OITaCHOTO OTKa3a B aBapuIo.

Takoe ompeneneHne YIUTBHIBACT, YTO HE
KaXIbI OMAacHBIl OTKa3 BJIEYET 3a cODOM
ABApUIHYIO CUTYaLNIO; VIS PA3BUTUSI aBapUii-
HOU CUTyalliY JOJKHO ITPOU3OMUTHU CTEUEHUE
HECKOJbKMX HEOJaronpusITHBIX 00CTOS -
TETBCTB. DTO CTEUCHHME CITyYaeTCs JOCTATOUHO
penko. CnenoBaTeIbHO, IPUBEIEHHOE OIIpe-
JeJICHNEe 3HAYMMOCTH OTKa3a YCTpaHSIeT OT-
MEUYECHHBIN BBIIIIE HETOCTATOK CYIIECTBYIOIINX
METOIOB aHaIM3a 0€30TaCHOCTH.

3HAUMMOCTh OTKa3a UMEeT MaTeMaThye-
CKMII CMBICT BEPOSATHOCTH BO3HMKHOBEHUS
aBApUIMHONM CUTYalLMM I10 IIPUYMHE TaHHOIO
OITaCHOTO 0TKAa3a, I03TOMY €€ HOPMUPOBaHHUE
JIOJDKHO ocyiiecTBisAThes 1o crangapty [OCT
P MBK 61508-2-2012, B KOTOPOM yCTaHOB-
JieHbl ypoBHU SIL 1 cOOTBETCTBYIOIIME 3HA-
YeHUsI BEPOSITHOCTE OITACHOTO OTKa3a BhI-
MOJIHEeHUS (PyHKIIMK Oe3omacHocTH. B yact-
HOCTH, JUISI CUCTEM KeJIe3HOIOPOKHOM aBTO-
MaTHKHU YCTaHOBJICH YPOBEHb 0€30MaCHOCTH
SIL 4 mo 'OCT 33894-2016.

BeposiTHOCTH OITacHOTO OTKa3a Ha OCHO-
BaHuU [14] onpeaensiercs 1o popmyiie:
P(1)=P,(T,) P, (T,) P, (T,) P, (T,).
rae P, — BEPOSTHOCTbL TOTO, YTO BpeMs f
C MOMEHTa BCTYIUICHUS IT0e31a Ha MapIipyT
10 MoMeHTa oTka3za anmnapatypbl CKAT He
MEHBIIIE BpeMEHHU TpeObIBaHUS T10e31a Ha
MapuipyTe;

P_ — BEpOATHOCTB TOTO, YTO BPEMS / € MO-
MEHTa BCTYIUICHMS T0Oe3/1a Ha MapuipyT A0
MOMEHTa 0TKa3a IIPOrpaMMHO-MaTeMaTHIeC-
koro obecrieueHust C2ZKAT He MeHbIIIe BpeMe-
HU TIpeOBIBaHMS TTO€3/1a Ha MapIIpyTe;

Pop — BEPOSITHOCTH TOTO, UTO BPEMsI f C MO-
MEHTa BCTYIUICHMS T0e€3/1a Ha MapuipyT A0
MoMeHTa oTka3a onepatopa CXKAT He MeHb-
1IIe BpeMEHHM TIPEOBIBAaHMS TIOe3a Ha MapIil-

pyTe;
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P, ,— BEPOATHOCTb TOTO, YTO BpeMs f
C MOMEHTa BCTYIUIEHUSI 110€3/1a Ha MaplIpyT
1o MoMeHTa oTka3za armapatypbl C2KAT mogn
JIEeCTBUEM DJIEKTPOMATrHUTHBIX MTOMEX He
MEHbIIIE BpeMEeHU IpeObIBaHUs I10e3/1a Ha
MapupyTe;

T . — BpeMs npeObiBaHMs TMO€31a Ha
MaplipyTe, C.

Beposithoctu P, , P, Pop paccyYnTHIBAIOT-
cs1 110 (popMmyJIam:

ﬂAn»ww—nf%APmﬂ, 3)
[ my

P (1) =exp —aTm,-zzm} , @)

Bﬂnmww—nf%kaﬂ, )

rne A — MHTEHCUBHOCTb OTKAa30B 1/c;

Vv — KO3(DUIIMEHT, yIUTHIBAIOIIWIA TTapy-
pOBaHUE OIMACHOI0 0TKa3a YCTPOMCTBaAMM
caMOKOHTpoJis [14];

a — Ko3(pPUIMEHT, YIUTHIBAIOLIUIA TTpe-
ObIBaHME MPOrpaMMHO-MaTEeMaTHYECKOTO
obOecrieueHMs B TAaCCUBHOM COCTOSIHUU,

M, — YUCII0 BO3MOXHBIX OTKA30B.

XapaKTepUCTUKU 3JEKTPOMATHUTHBIX
nomex, BosneiicTBytomux Ha CXKAT, nmeror
BEpOSITHOCTHYIO Tipupoay [15]. HeogHokpat-
HO MPeANPUHUMAIIUCH 9KCIIEPUMEHTAIbHbIC
HMCCIeT0BaHMsl 3aKOHOB pacrpeaeeHus
IUIOTHOCTU BEPOSITHOCTHU XapaKTEePUCTUK
3JIEKTPOMATHUTHBIX ToMmeX [ 15; 16]. [Toatomy
BEpOSITHOCTH oTKa3a anmapaTypbl C2KAT mon
JIEICTBAEM 3JIEKTPOMATHUTHBIX ITOMEX PALIO-
HaJIbHO paCCYMTHIBATh HA OCHOBAHMM U3BECT-
HOI MOJIEJTN «HaTPy3Ka—yCTOMUMBOCTb» [15]:

Pou=[£y (V) Eu(U)dU | (6)

rae U — HanpsikeHue rmomex, B;
JS(U) — byHKLMS TTIOTHOCTH BEPOATHOCTH
pacrpeiesieHus1 ypOBHS TTIOMeX;

BoukoB K. A., KomHaTHbi [. B. MeTo, ANs pacYETHbIX OLLEHOK XapaKTepPUCTUK 6e30MmacHOCTU

XXeNne3HOAOPOXKHON aBTOMaTUKU



F(U) — yHKUMSA BEPOATHOCTU YPOBHH
nomexoycTtoitunBocTu anmnaparypbl C2KAT.

BeposiTHOCTh TIepepacTaHusT OMTACHOTO
OTKa3a B aBapuio OIpeessieTcs myTéM aHa-
JIn3a IepeBbeB COOBITUI aBapUITHBIX MOCHE-
noBatesbHocTel no [12; 17]. Takke 3amaua
pacuéra BepOsITHOCTHU IepepacTaHusi OITacHO-
ro oTrkasa B aBapuio peliaetcs B [18; 19]. Ta-
KM 00pa3oM, TIpU pacuyéTe BEpPOSITHOCTHU
repepacTaHus OMTAaCHOTO OTKa3a B aBapuIo
OCYIIIECTBJISIETCS CIleHApPHBIM aHaAIU3,
paccMaTpUBaIOTCS KOHKPETHBIC ITyTH peajii-
3aiuu aBapuu. [1pu pacuére BepOSITHOCTU
OTIaCHOTO OTKa3a OCYIIECTBIISIETCS MOJIENb-
HBIIl aHAJIM3 OMAacHOI0 0TKa3a Ha OCHOBE
Mojesieit 1T pacu€Ta BepOsITHOCTU OTKa30B,
BBI3BAaHHBIX Pa3IMYHBIMKA MPUIMHAMU. DTU
aTaIbl aHaJIn3a 0€301MaCHOCTH CUCTEM YITpaB-
JICHUSI OTBETCTBEHHBIMH TEXHOJIOTMICCKUMU
npoueccaMu, B ToM uncie CXKAT, apisiorcs
o0s3aTenbHBIMU [11].

J1s1 cpaBHUTETLHOTO aHAIM3a HAPYIIIEHUI
0e30IMaCHOCTY BBOISTCS IIOHSTHST PCTUHTOB
HapyueHuit [12].

L
PeiiTiHT R=)"0, oTpaxkaeTr BepOSITHOCTD
I=1
Pa3BUTUSI TAaHHOTO OMACHOTO 0TKAa3a Mo BCeM
L aBapuitHbIM MOCEA0BATEIbHOCTSIM.

MaxkcumanbHblii pedtunr R, = max(Q))
OTpaXkaeT BEPOSITHOCTh Pa3BUTUSI Haubosiee
BEPOSITHON aBapUHOM MOCIEN0BATETbHOCTH
JUJISI JTAaHHOTO OIaCHOT'0 OTKa3a.

Cpenuuit peiitunr R, = R/L orpaxaer
BEPOSITHOCTbh Pa3BUTHUS BCEX BO3MOXKHBIX
aBapUIHBIX MOCAEAOBATEIbHOCTE I1sT NaH-
HOTO OMAaCHOI0 0TKa3a.

3aBeplIalolnM 3TaroM aHaau3a be3omnac-
HOCTU CUCTEM YIPaBJICHUS OTBETCTBEHHBIMU
TEXHOJIOTUYECKUMM TTpOLIecCaMu, B UX YUCTIE
u CXKAT, saBnsieTcsl olgHKa prcKa 3KCILUTya-
taiuu. [Ipu olieHKe pucKa XenaTeJabHO He
HUCIMOJIb30BaTh 9KOHOMUYECKUE KAaTEropuu
U «IMoJuTudeckue» coobpaxenusa [20],
a BMECTO 3TOT'O MOJTYYUTh YUCTICHHYIO OLIEHKY,
yIOOHYI0 UIs HOpMUpoBaHUs. Takasi olieHKa
npemyioxeHa B [21] 1 ocyliecTBasieTcs 1O
dopmyie:
po L

1y

P

(7

rme szf_ BEPOSITHOCTD COOsI anmapaTyphbl.
Tak Kak 3HAYMMOCTb OTKa3a UMEET MaTe-
MaTUYeCKUI CMBICT BEPOSITHOCTH BOZHUKHO-
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BEHMsI aBapUMMHOM CUTyallMM MO MPUUYUHE
JIAHHOTO OMACHOT0 0TKa3a, TO MPUMEHUTEb-
HO K paccMaTpuBaeMOMY B CTaTbe METOAY
aHanu3a 6e30MmacHOCTU BeIpaxkeHue (7) mpe-

obpasyeTcs K:

po |
I
c

rne C — 3Ha4MMOCTDH OTKa3a.

B [21] 060cHOBaHBI TpaHUYHBIE 3HAUCHUS
pHCKa, KOTOPBIC OIPEACIISIOT 00JIacT HOP-
MaJIbHOM M aBapuiTHO# pabOTHI TEXHUYECKOI
CHCTEMBI ¥ TIO3BOJISIIOT HOPMUPOBATh 3HAUE-
Hus pucka rmpu skcruryaTanmu C2XKAT

* (0 < p <1 —orpannueHHas 6€30MaCHOCTb;

* p =1 — KpUTUUYECKOE COCTOSTHUE, HAJTU-
Y1e OTKA30B;

*p > 1 — omacHoe cocTosiHUE, yTrpo3a
aBapuu;

*p >> 1 — 3anpenesibHOE COCTOSTHUE,
yIrpo3a KaTacTpOodHI.

®)

BbiBOAbl

Wrak, B ctatbe c(pOpMYyJIMPOBAH METO]I
aHanm3a 6e3oracHoctu C2KAT, mpuBeneHb
COOTHONIEHUS IS pacy€Ta BeJIMYMH, XapaK-
TePU3YIOUINX 0E30MaCHOCTh 3KCILTyaTalluu
CXKAT, onmucaH clieHapHBI U MOAECIbHBII
ananu3 6e3onacHoctn CXKAT.

OTIMYNTETLHBIMUY YepTaMU TTpeIiaraeMo-
IO METO/Ia SIBJISIIOTCS:

1. YuuTeIBaloTCSI OCHOBHBIE MCXOMHBIE
COOBITUS, MOTYIIIME TIPUBECTU K OpaKy B ITO-
e37HOI paboTe, aBapuu, KPYIIEHUIO: OTKA3bl
anmnapaTHO YacTH MO MPUUYMHE OTpaHUYEH-
HOW HaAEKHOCTU 3JIEMEHTHO 0a3bl, OIIN0-
KM IIporpaMMHO-MaTeMaTUUeCKOro obecrie-
YyeHHUs, OLIMOKM orepaTopa, BO3IelCcTBUE
3JIEKTPOMArHUTHBIX ITIOMEX.

2. YUUTBHIBAIOTCS HEAJAUTUBHOCTD (DaKTO-
POB, BIUSIONINX Ha OTIACHBI OTKa3, KpUTUY -
HOCTh COBOKYITHOCTH (DAKTOpPOB U IpyTue
acMeKThl TepepacTaHUs OIMaCcHOIo OTKa3a
B aBapUIMHYIO CUTYalIIO.

3. PazButne aBapuitHOI cUTyaluu Xxapak-
Tepu3yeTcs MapaMeTpaMM, KOTOPbIe MOXHO
MPOCTO OIPENe/INTb B IPaKTUKE DKCILTyaTa-
mun. He ncronb3yeTcst oOLIMIA TTOTOK OTac-
HBIX OTKAa30B, pacrpejeieHne MIOTHOCTHU
BEPOSITHOCTH B 00JIACTU XBOCTOB pacIipeiesie-
HUI, OlIeHKa KOTOPBIX OCJIOXKHEHA PEIKOCThIO
COOTBETCTBYIOIINX COOBITHIA.

4. TMoka3arean 6e30ITaCHOCTU U pUCKa
MO3BOJISTIOT OCYILIECTBUTHL HOPMUPOBaHME, HE
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TpUBJIeKasi 9KOHOMMYECKNE KaTeTopuu, 00-
OCHOBAHHO CPaBHUBATb aBapUITHBIE TTOCIIENO-
BaTeJbHOCTU B aCMeKTe O€30IMaCHOCTH C yUé-
TOM HauboJjiee BEPOSATHBIX, BEPOSTHHIX,
U B CpeHEeM. YUUTHIBAIOTCSI U BO3MOXKHbBIE
WCXOIHBIE COOBITHS, U ITyTH TTepexo/ia B aBa-
PUI0, ¥ BOBMOXXKHOE KOHEUHOE MIPOUCIIIECTBHE.

5. PeakocTps U gaxe YHUKaJIbHOCTh aBa-
PUITHOM CUTyallMM He BJIMSIET HAa BHIOOP Ma-
TEMaTUYeCKOTO OINMMCAHWS, aBapUITHbIE CU-
TyallM¥ yYUTHIBAIOTCS B IepeBe COOBITHIA.

6. Mcniob3yeTcst METOAMKA aHAIHU3a, 00-
11as1 JUTsl CUCTEeM YIIPaBJICHUST OTBETCTBEHHBI-
MM TEXHOJIOTMYECKUMH MPOIIECCaMU, OCYIIIE-
CTBJISIIOTCSI CLIEHAPHBIN Y MOJIETbHBIN aHAIN3
puricKa, HEOOXOMUMBINA TSI BCEX TEXHUIECKUX
CHCTEM.

7. BepOosITHOCTY MICXOIHBIX COOBITHIA paccuu-
TBIBAIOTCS IO XOPOIIIO aliPOOMPOBAHHBIM METO-
JlaM TeOpUN HaIEXHOCTU, XapaKTePUCTUKHU
aBapUIHBIX CUTYallMi — CrienUIeCKUMU
aJleKBAaTHBIMU METOIAMU TEOPUH OE30TTaCHOCTH.

8. PeanusyeTcs mpuHUUN NPUHSATUS pe-
1eHus Ha ocHoBe (dakToB [10].

OueBUIHO, YTO BCE TOCTOMHCTBA TIpeIa-
raeMoro B CTaThe METO/Ia U IPEoI0JIeBaeMble
WM TPYTHOCTH aHajM3a 0e30MacCHOCTH HETO-
CPENCTBEHHO TTPUMEHMMBI K BOTIPOCAM IKC-
rryatanuu CXKAT, obecnieueHust (hyHKITMO-
HaJbHOUW 0€30MacHOCTU 3TUX cucTeM. [1pu
3TOM OCYIIECTBIISIETCS JaJIbHeIIIee pa3BUTHE
teopun CZKAT Ha oCHOBE yKe JOCTUTHYTOTO
ypoBHs [14; 17].

[TosTOMY HOIMYCTUMO 3aKJIOYUTH, YTO
pe3yJIbTaThl HACTOSIIIE CTaTbU MOTYT HAUTH
MIpUMEeHEeHMe 15T ToKa3aTebcTBa Oe301ac-
HOCTH COBPEMEHHBIX MUKPOTIPOIIECCOPHBIX
1 MukpoasieKTpoHHBIX C2KAT, uTo siBNIsieTcst
aKTyaJIbHOW HAy4YHO-TPAaKTUYECKOW 3a1aueii
U HEOOXOMMMBIM 3TAalloM pa3paboTKu
U BHEJPEHUS TAKNUX CUCTEM.
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Method for Calculating Safety
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ABSTRACT

The problem of quantitative analysis of safety
of microelectronic and microprocessor systems
of railway automation and telemechanics is
considered. The problem remains relevant, since
the subject of safety analysis is rarely occurring,
but extremely dangerous events. The risk and
significance of failure are selected as the main
safety features of these systems. The way to
identify a failure was chosen according to MIL-
STD-1629A standard, as the most adequate.
Calculated expressions for significance of a failure
are proposed. The probability of a dangerous
failure is calculated by the method of model
analysis. Itis proposed to calculate the probability
of a failure further developing into an accident
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using scenario analysis methods by constructing
event trees. Calculated ratios for ratings of
violations are suggested, allowing to compare
dangerous failures and emergency sequences
developed from a failure. The risk assessment of
operation of railway automation systems was
selected not related to economic categories, and
thus convenient for rationing. It is based on
probabilistic concepts of the nature of risk and is
calculated using the methods of probability
theory. The developed design ratios and models
make it possible to analyze performance of the
functions of train traffic safety systems by
methods common to control systems, atthe same
time reflecting the features of operation of railway
automation.
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uccessful development and implemen-
S tation of modern microelectronic and

microprocessor railway automation and
telemechanics systems (RATS) require
quantitative analysis of their safety. This is due
tothe fact that in such systems, safety conditions
of the transportation process are implemented
by hardware and software tools. The applied
element base has symmetrical failures, the
intensity of which is much higher than the
failure rate of electromagnetic relays of I class
of reliability. In addition, the microelectronic
element base has low immunity to
electromagnetic interference and, at the same
time, operates in a complex electromagnetic
environment. Consequently, it becomes
impossible to ensure safety of modern RATS
through expert assessments, similar to systems
built on relays of I class of reliability.

In the published monographs on railway
automation [2—4], the most common methods
of safety analysis are based on models and
representations of the theory of reliability. The
theory of reliability has now been widely
developed, therefore, attempts to use it to solve
new technical problems are natural. The
authors of [ 5—7] follow this path of constructing
a safety theory. In safety analysis methods from
[2—4], the main value describing safety is the
rate of failure. It is assumed that the failure flow
is Poisson, and the failure rate is statistically
stable. On the basis of this approach, in [8; 9]
such safety indicators as mean time to failure,
the time the system remains in a state of
dangerous failure, and safety factor. It is fairly
noted [10] that such methods of safety analysis
do not take into account the fact that dangerous
failures, accidents and crashes are rare and even
unique events. It is also not considered that a
combination of several unfavorable
circumstances is required for development of
adangerous failure into an accident, which also
occurs quite rarely. Reliable determination of
intensity of dangerous failures is an independent
problem.

In order to take into account rarity of
accident events, in [11] it is proposed to
consider sections of the probability density
distribution laws of quantities characterizing
dangerous failures, with large values of these
quantities and low probabilities of their
occurrence. However, with this approach, the
problem arises of determining the parameters
and characteristics of distribution laws either
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from theoretical considerations or from
experience data.

Consequently, development of methods for
analyzing safety of RATS is a major scientific
and technical problem, an exhaustive solution
of which has not yet been obtained. Accordingly,
the objective of this work is further development
of methods for analyzing safety of RATS.

Results.

To achieve the stated objective, it isrequired,
first of all, to introduce the basic values that
characterize the safety property of RATS. In
[12]itis indicated that such values in the theory
of safety of control systems for responsible
technological processes are associated with risk
and significance of a failure. General methods
for determining these values are also presented
there. With regard to RATS, based on [12], the
below described modification of such methods
for quantitative calculations of significance of
afailure and a risk, as well as methods for rating
analysis of safety violations and risk regulation,
can be proposed.

The most adequate definition of significance
of a failure C is given in the methodology of
MIL-STD-1629A standard. Although this
standard has been officially canceled and
replaced by MIL-STD-2070 standard, its
methods and models continue to be widely used
in safety analysis of critical technical systems,
in particular, regarding aircrafts [1; 12; 13]. In
these standards, significance of a failure is
defined as the probability of an initial dangerous
failure developing into an emergency:
C=P)*P(E/), (1)
where P(/) is probability of a failure;

P(E/I) is probability of a dangerous failure
developing into an emergency.

This definition takes into account that not
every dangerous failure entails an emergency;
fordevelopment of an emergency, acombination
of several unfavourable circumstances must
occur. This confluence is rare. Consequently,
the above definition of significance of a failure
eliminates the aforementioned drawback of
existing methods of safety analysis.

The significance of a failure has the
mathematical meaning of probability of an
emergency due to a given dangerous failure,
therefore, its regulation should be carried out
in accordance with GOST R MEC61508-2-
2012 standard, which establishes SIL levels and
the corresponding values of probabilities of a
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dangerous failure of a safety function. In
particular, the safety level of SIL 4 has been set
for railway automation systems in accordance
with GOST 33894-2016.

The probability of a dangerous failure based
on | 14] is determined according to the formula

PU)=P (T )P (T )P (TP, (T). (2)
where P e 1S probablhty that time ¢ from the
moment the train enters the route until the
moment when RATS equipment fails is not less
than the time the train stays on the route;

P_ is probability that time 7 from the
moment the train enters the route until the
moment of failure of the software and
mathematical support of RATS is not less than
the time the train stays on the route;

PDp is probability that the time ¢ from the
moment the train enters the route until the
moment of failure of RATS operator is not less
than the time the train stays on the route;

P, . is probability that the time 7 from the
moment the train enters the route until the
moment when RATS equipment fails under the
influence of electromagnetic interference is not
less than the time the train stays on the route;

T .is time of train staying on the route, s.

The probabilities P, , P, Pop are calculated
according to the formulas:

o (r)-en| T3, 0-v.)|, 3)

P, (T,) exp[—aT Z/i } (4)

r(0)-en| T3, 0-w) . )
where A is intensity of failures 1/s;

v is coefficient that takes into account
parrying of a dangerous failure by self-control
devices [14];

ais coefficient taking into account software
stay in a passive state;

m, is the number of possible failures.

The characteristics of electromagnetic
interference affecting RATS are of a proba-
bilistic nature [15]. Experimental studies of
laws of probability density distribution of
characteristics of electromagnetic interference
have been repeatedly undertaken [15; 16].
Therefore, it is rational to calculate the
probability of a failure of RATS equipment
under the influence of electromagnetic
interference on the basis of the well-known
«load—stability» model [15]:

IfN (v)au, (6)

where U is interference voltage, V;

() is probability density function of the
interference level distribution;

F(U) is function of the probability of the
interference immunity level of RATS
equipment.
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The probability of a dangerous failure
developing into an accident is determined by
analyzing the trees of events of emergency
sequences according to [12; 17]. Also, the
problem of calculating the probability of a
dangerous failure developing into an accident
is solved in [18; 19]. Thus, when calculating
the probability of a dangerous failure
developing into an accident, scenario analysis
is carried out, and specific ways of accident
emergence are considered. When calculating
the probability of a dangerous failure, a
model analysis of a dangerous failure is
carried out on the basis of models to calculate
the probability of failures caused by various
reasons. These stages of safety analysis of
control systems of critical technological
processes, including RATS, are mandatory
[11].

For a comparative analysis of safety
violations, the concepts of ratings of violations
are introduced [12].

L
The rating R=)0, reflects the probability
=1

of a given dangerous failure development for
all L emergency sequences.

The maximumrating R = max(Q) reflects
the probability of the most probable emergency
sequence for a given dangerous failure.

The average rating R , = R/L reflects the
probability of development of all possible
emergency sequences for this dangerous failure.

The final stage in analysis of safety of
control systems for critical technological
processes, including RATS, is assessment of
the operating risk. When assessing risk, it is
desirable not to use economic categories and
«political» considerations [20], but to obtain a
numerical estimate that is convenient for
rationing. Such an estimate was proposed in
[21] and is carried out according to the formula:

= s (7

where P . is probability of equipment failure.
Since the significance of a failure has the
mathematical meaning of the probability of an
emergency due to a given dangerous failure, in
relation to safety analysis method considered in
the article, expression (7) is transformed into:

p=r, ®)

where C is significance of a failure.
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In [21], the boundary values of risk are
substantiated, which determine the areas of
normal and emergency operation of the
technical system and make it possible to
normalize the risk values during operation of
RATS:

* 0 <p <1 — limited safety;

» p =1 —critical state, presence of failures;

* p > 1 — dangerous state, threat of an
accident;

* p >>1 —transcendental state, threat of a
catastrophe.

Conclusions.

So, the article formulates a method for
analyzing safety of RATS, the ratios for
calculating the values that characterize safety
of RATS are described, a scenario and model
analysis of safety of RATS are also suggested.

The distinctive features of the proposed
method are:

1. The main initiating events that can lead
to defects in train operation, accidents,
crashes are considered: hardware failures due
to limited reliability of the element base,
errors in software and mathematical support,
operator errors, exposure to electromagnetic
interference.

2. The non-additivity of factors influencing
the dangerous failure, criticality of the
combination of factors and other aspects of
development of a dangerous failure into an
emergency situation are considered.

3. Development of an emergency is
characterized by parameters that can be easily
determined in operational practice. The
general flow of dangerous failures and the
probability density distribution in the region of
distribution tails are not used since their
assessment is complicated by rarity of the
corresponding events.

4. Safety and risk indicators allow to carry
out standardization without involving economic
categories, to reasonably compare emergency
sequences in terms of safety, considering the
most probable, probable and average. Possible
initiating events and paths of transition to an
accident and a possible final event are also
taken into account.

5. Rarity and even uniqueness of the
emergency does not affect the choice of
mathematical description; emergency
situations are taken into account in the event
tree.
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6. The method of analysis is used, which is
common for control systems of responsible
technological processes, scenario and model
risk analysis is carried out, which is necessary
for all technical systems.

7. The probabilities of initiating events are
calculated according to well-tested methods of
the theory of reliability, characteristics of
emergency situations are calculated with the
specific adequate methods of safety theory.

8. The principle of decision making on the
basis of facts is implemented [10].

It is obvious that all the advantages of the
method proposed in the article and the
difficulties of safety analysis solved by it are
directly applied to the issues of operation of
RATS, ensuring functional safety of these
systems. At the same time, further development
of the theory of RATS is carried out based on
the already achieved level [14; 17].

Therefore, it is permissible to conclude that
the results of this article can be used to prove
safety of modern microprocessor and
microelectronic RATS, which is an urgent
scientific and practical task and a necessary
stage in development and implementation of
such systems.
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