CEKUWMA Vil
MHPOPMALUWOHHBIE TEXHOJIOITNHK
M MOOEINUPOBAHMUE

~= —

PASSPORT VERIFICATION SYSTEM DEVELOPMENT
VIA 10T EQUIPMENT

Y. H. N. Al-Ajeely
Yanka Kupala State University of Grodno, Republic of Belarus

Scientific adviser A. Deytseva

Biometrics is a key fundamental security mechanism, which include fingerprints for
personal information verification in passport document. Biometrics can be used as an
accurate electronic identifier making it a powerful tool for contemporary authentication
processes. The number of biometrical applications [1] is fast growing, with a major part of
the biometrical systems being governmental applications seeking for higher accuracy and

security in the verification.
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Figure 1. Use-Case diagram for the verification system
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The objective of this work is the developing of the verification system by using inter-
net of thinks (IoT) components [2], [3]. In the proposed verification system, fingerprints
will be used as biometric data. Note that this choice is fairly common [4], [5]. At this time,
the most developed technology is fingerprint recognition by using fingerprint sensor. Fin-
gerprint sensor is a sensor used to detect fingerprint using optical system, where the detec-
tion is done by reading the contours (high level of the surface) fingerprint and static elec-
tricity body.

The verification system consists of three parts:

— hardware equipment;

— central database with server;

— custom application.

For the correct and efficient operation of the developed system, two types of users
were identified: the manager (administrator) and the regular the passport officer (user).
The functionality of the administrator and the user is shown in figure 1.

All system information is stored in a database consisting of three tables:

— Person.

— User.

— Sensor data.

The table Person is designed to store passport data such as First Name, Last Name,
Date of Birth and so on. The table User contains information about login and password of
the verification system user. Table Sensor data contains the data accumulated by the fin-
gerprint sensor.

The system was designed using the IoT controller’s technology. The equipment con-
nection diagram is shown in the figure 2.

The system user works directly with only two parts of the system: with the hardware
module (contains the fingerprint reader) or the custom application. The custom application
and the hardware part of the system communicate with one another using a database server
and a local network or the Internet.

The system therefore requires network connection. The microcontroller board Ardu-
ino Uno as a system base is used. Arduino UNO is a flexible and programmable open-
source microcontroller board that can be integrated into a variety of electronic projects.

This board can be interfaced with other Arduino boards, Arduino shields, Raspberry
Piboards and can control relays, LEDs, servos, and motors as an output.

For verification of user based on the biometrics fingerprint, the fingerprint reader
with a mark R305 was selected. This module realizes the processing of fingerprint, image
processing of fingerprint, searching and assigning of fingerprint and saving of the pattern
of the fingerprint.

For communication with Arduino it uses an UART protocol and can communicate
with the speed from 9600 to 115200bps. Module of the fingerprint reader uses the graphi-
cal memory and two others 512 bytes’ memories (short memory term and permanent for
saving of the pattern of the fingerprint and various settings).

The connection between system hardware and the central database is performed by
wireless Esp32-module. For taking pictures of travelers a wireless Esp32-camera is util-
ized. To enter and view passport information for travelers, a smart touch screen Nextion is
used.
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Figure 2. Equipment component diagram

For programming implementation VisualBasic. NET, XAMPP, .NET framework
MySQL are used.

The following main functionalities have been implemented in the custom application:

— connection with Database and Hardware of the system;

— traveler verification;

— adding and modifying Database.

Our real time fingerprint verification system is a system designed with facilities for
registration, verification and viewing travelers’ details.

The registration feature collects the travelers’ data and also stores this data in an
online database. The data required include passport details: passport serial number, full
name, family name, country, gender, date of birth, mother's name, expire date, date of issue
and the captured fingerprint image with ID which is given automatically via fingerprint
sensor. To add person’s photo, the specific camera connected to the system can be used.

To validate the traveler's data, the system compares the traveler's fingerprint with
templates stored in the system. If the sample matches the template, the traveler’s data
stored in the database is displayed. In the event of a mismatch, an alert message will be
displayed with intermittent beeps.

Also it’s possible to search, view, edit and delete data. To search for the traveler’s
data there several options: by typing the fingerprint ID or Full name or re-scanning the fin-
gerprint.

In developed system, the fingerprint template is stored in the memory of the finger-
print sensor. Note that the memory size of the fingerprint sensor allows to store up to 3000
templates. Storing samples in the sensor memory is the main disadvantage of the imple-
mented verification system. In the future, it is planned to organize the storage of samples
using a central server. In this case, it will be possible to provide for the possibility of using
several sensors at different workplaces.

In present paper, biometric fingerprint and Internet of things (IOT) technologies were
applied for the development of the passport verification system. This avoids forgery and
manual work associated with traditional passport verification system. The developed sys-
tem allows you to store passport data in electronic form, thereby reducing the risk of for-
gery, duplication of personal data or theft of personal data. It also allows to constantly up-



Cexnus VII. UndopmanuoHHbie TEXHOJIOTHHM M MOJIeJINPOBaHUe 263

date information about travelers in the system. Thus, the verification system saves time and
provides advanced passport control information.
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WEB-NPUNOXEHUE ANA OPTAHU3ALUUUN PABOTDI
LUAXMATHOI'O NMOPTAIA

E. A. YcauéB

Vupescoenue oopazosanus «I omenvckuil 20cy0apcmeentvlil mexHuyecKull
yuugepcumem umenu I1. O. Cyxoco», Pecnyoniuxa benapyco

Hayunslii pykoBogutens T. JI. PomanbkoBa

[IpakTHuecku Bce, 4TO OKpPY’KaeT HaC B NOBCEAHEBHOM KU3HM, TaK WJIM MHAYE CBs3a-
HO C UCHOJIb30BAaHUEM IOCIEIHUX AOCTHKEHHUM B Hayke U TexHUKe. C KaXK/IbIM THEM I10-
SBJIIETCS BCE OOJIbIIE PA3IUYHBIX MPUIIOKEHUN U MPOrpaMM, MPU3BAHHBIX YCKOPUTH pa-
00Ty B pa3iaM4HbIX 00JACTSIX )KMU3HU YEJIOBEKa.

B uactHOCTH, NaHHBIN mpoiiecc MPOUCXOAUT B cepe cropTa, a KOHKPETHEE, B TeX
TUCLUMIUIMHAX, I/1e TpeOyeTcsi MPOSBUTH CBOM UHTEIEKTYaJIbHbIE CIIOCOOHOCTH.

OCHOBHBIMHU JTUCUUIUIMHAMU MOJIOOHOTO poJia SIBJSIOTCS: IIAIIKU; LIaXMaThl; IOKEP;
OpHU/IK; TO; MAJIKOHT.

Opna u3 HauboJiee pacIpPOCTPAHEHHBIX JUCHUIUIMH — axMatbl. OHU MPEACTaBISIOT
co00i1 opraHM30BaHHbIN BUJ] CIIOPTA C UepapXuel 3BaHU, OOJIBIIMM KOJIMYECTBOM Pa3HO-
00pa3HbIX PEryisIpHbIX TYPHUPOB, HAIIMOHAIBHBIMU M MEXAYHAPOJHBIMU JIMTAMH, IIax-
MAaTHBIMU KOHI'PECCAMM.

BoO3HUKHOBEHME TUCHUIIIIMHBI IPUBENO K MOSBICHUIO CIIOPTCMEHOB, TPEHEPOB, XKYP-
HaJIMCTOB, KOMMEHTATOPOB.

J1o HemaBHEro BPEMEHH BCE TYPHHMPBI M BCTPEYM I10 HIAXMATaM MPOBOJIUIMCH OYHO.
JlaHHbIN (popMaT MpoBENECHUS MEPOIIPUATUIA MO3BOJISII UTPOKAM ITyTEIIECTBOBATH 0 pa3-
JIMYHBIM CTPAaHaM U BCTPEYAThCS C U3BECTHBIMM IIAXMATUCTaAMHU.

N3-3a 5nuaeMu0IOrM4ecKO CUTYallu B CTPAHE U B MUPE NPOBEACHUE OYHBIX TYp-
HUPOB CTAaHOBUTCS Bce 0oJiee 3aTpyAHUTEIbHBIM. 31€Ch U BO3HUKAET HEOOXOIUMOCTh CO3-
JaTh MPUIIOKEHUE, KOTOPOe Obl MO3BOJISIIO MPOBOIUTH TYPHUPHI 3a04HO yepe3 ceTb MH-
TepHeT, ucrnoib3ys TexHosnoruu ASP .NET Core u Blazor.

Hcnonb30BaHne JaHHBIX TEXHOJIOTHI MO3BOJUT UCIIOJIb30BaTh IPUIIOKEHHUE B JTH0OOM
Opay3sepe, a ClIeIoBaTeNIbHO, IPAKTUYECKU Ha 000 ONEpallMOHHON CHCTEME.



